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I. The Freedom of Information Act

A. Overview of FOIA.

The Freedom of Information Act (“FOIA”), 5 U.S.C. § 552, was enacted in 1966 as an amendment to the Administrative Procedure Act to provide a statutory basis for public access to government information.  The statute establishes a presumption that all records of governmental agencies are accessible to the public unless they are specifically exempted from disclosure by  FOIA or another statute.  The principles of openness and accountability underlying FOIA, however, are inherent in the democratic ideal:  “The basic purpose of FOIA is to ensure an informed citizenry, vital to the functioning of a democratic society, needed to check against corruption and to hold the governors accountable to the governed.”  NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 242 (1978).*
FOIA imposes a tripartite scheme of disclosure:

1. Certain information must be published in the Federal Register.  Section 552(a)(1) requires agencies to publish descriptions of agency organization; procedures for the public to obtain information; statements of agency function; rules of procedure; descriptions of agency forms; substantive rules of general applicability and statements of general policy; and any changes in material required to be published.  Aulenback, Inc. v. Federal Highway Admin., 103 F.3d 156, 168 (D.C. Cir. 1997); Hughes v. United States, 953 F.2d 531, 539 (9th Cir. 1992).  

The publication requirement is important because “except to the extent that a person has actual and timely notice of the terms thereof, a person may not in any manner be required to resort to, or be adversely affected by, a matter required to be published in the Federal Register and not so published.”  5 U.S.C. § 552(a)(1).  This requirement has its origin in section 3 of the 1946 Administrative Procedure Act and was recodified in 1966.

2. Certain material is required to be made publicly available.  Section 552(a)(2) requires that agencies make available for public inspection or copying (or place on sale) certain basic agency records that, while not subject to the publication requirement of section 552(a)(1), are to be made available in agency reading rooms.  Historically, three categories of records were encompassed within this requirement:  (a)  final opinions in agency adjudications; (b) statements of policy and interpretations not published in the Federal Register; (c) administrative manuals and staff manuals that affect the public.  These records must be indexed by the agency to facilitate public access.  The Electronic Freedom of Information Act Amendments of 1996 (“EFOIA”), 5 U.S.C.  § 552 (1966), amended by Pub. L. No. 104-231, 110 Stat. 3048 (1996), modified these requirements in two respects.  First, it mandated the creation of what could be called “electronic” reading rooms accessible by computer.  5 U.S.C. § 552(a)(2)(D).  Second, agencies must now include in their reading room records processed and disclosed under a FOIA request that “the agency determines have become or are likely to become the subject of subsequent requests for substantially the same records.”  5 U.S.C.  § 552(a)(2).  The goal of this provision is to anticipate and satisfy public demand for historically important records.

As with material required to be published, material that must be made publicly available may be used by the agency only if indexed and made available or published, or if the party affected otherwise has timely notice of the materials.  Kennecott Utah Copper Corp. v. Dep’t of the Interior, 88 F.3d 1191, 1203 (D.C. Cir. 1996); Checkosky v. SEC, 23 F.3d 452, 459 (D.C. Cir. 1994).

3. All other records not covered by Section 552(a)(1) and (2) and not exempt from required disclosure under Section 552(b) or excluded from FOIA coverage under Section 552(d) are to be made public.  Disclosure is to be effected pursuant to published agency rules.

B. Statutes Related to FOIA.

FOIA is the principal federal statute governing access to government information. However, three other general federal statutes related to FOIA govern access to personal and advisory committee information and to open meetings.

1. The Privacy Act, 5 U.S.C. § 552(a) (1974), addresses the rights of individuals with regard to government-held information by providing them with more control over the gathering, dissemination, and accuracy of information about themselves contained in government files.  The Act sets an information-gathering standard for all agencies and limits the right of government to collect and maintain information about how individuals exercise their First Amendment rights.  In addition, it assures that agency records containing personal information, except in specified circumstances (that include release under the FOIA), cannot be disclosed to a third party without the consent of the individual to whom the record pertains.  The Act also requires that an agency grant individuals an opportunity to see, copy, and correct records pertaining to themselves.  These provisions are subject to exceptions and exemptions.  The Privacy Act does not diminish rights of access under FOIA.  Dep’t of Justice v. Provenzano, 496 U.S. 14 (1989); 5 U.S.C. § 552a(t).

2. The Federal Advisory Committee Act, 5 U.S.C.A. app. II §§ 1-15 (West Supp. 1972), discussed in Section V below, imposes mandatory requirements for public oversight on the use of advisory committees by federal agencies.  The Act requires advance notice of meetings, attendance by the public at meetings unless a special exemption applies, and public access to most documents utilized by the committees.

3. The Government in the Sunshine Act, 5 U.S.C. § 552b, Pub. L. No. 94-409, 90 Stat. 1241 (1976), discussed in Section VI below, establishes a policy that the public is entitled to the fullest practicable information regarding the collegial decision-making process of the federal government.  The Act opens the deliberations of multimember federal agencies to public observation, subject to exceptions.

C. Mechanics of Operation.

FOIA provides that any person may file a request with an agency reasonably describing the agency records sought, in accordance with published agency rules.  Agency compliance is subject to the requester’s willingness to pay search, copying, and review fees unless waived by the agency.

The agency, when receiving a proper request under FOIA, must make a determination regarding that request within specified time limits, after an appropriate search; if the materials are not released, the agency must deny access in accordance with one or more of FOIA’s specific exemptions.  The requester is permitted an administrative appeal of any initial denial, and may challenge a final denial (or the agency’s failure to respond within required time limits) by seeking de novo judicial review in a federal district court.  Each of the key elements involved in the operation of FOIA is discussed below.

FOIA provides that, upon a request for records, “each agency . . . shall make the records promptly available to any person.”  5 U.S.C. § 552(a)(3).  This was intended by Congress specifically to reverse the pre-FOIA practice under the Administrative Procedure Act (“APA”) that restricted access to “those persons properly and directly concerned” with the information.  5 U.S.C. § 1002(c) (1963).  FOIA does not impose any “need to know” test on requesters, and an agency must disclose requested information unless it is exempted.  NLRB v. Sears, Roebuck & Co., 421 U.S. 132 (1975).

a. The term “person” is defined in 5 U.S.C. § 551(2) and includes individuals, partnerships, corporations, associations, and other organizations (other than agencies).

b. A nonresident alien — characterized by the Justice Department as a “foreign terrorist” — has standing to obtain information under FOIA.  O’Rourke v. Dep’t of Justice, 684 F. Supp. 716 (D.D.C. 1988).

c. Foreigners, foreign corporations, and even foreign governments may make requests under the Act.  Stone v. Export-Import Bank, 552 F.2d 132 (5th Cir.), reh’g denied, 555 F.2d 1391 (5th Cir. 1977), cert. denied, 434 U.S. 1012 (1978).

d. Federal prisoners are entitled to access under FOIA, Cox v. Dep’t of Justice, 576 F.2d 1302, 1305 n.5 (8th Cir. 1978), but fugitives from justice may not be, Doyle v. Dep’t of Justice, 494 F. Supp. 842 (D.D.C. 1980), aff’d, 668 F.2d 1365 (D.C. Cir. 1981), cert. denied, 455 U.S. 1002 (1982); but cf. O’Rouke v. Dep’t of Justice, 684 F. Supp. 716, 718 (D.D.C. 1988).

e. For purposes of responding to a FOIA request, agencies may not require an explanation of need or balance any interests in disclosure or nondisclosure.  Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749, 771 (1989); United States v. North, 881 F.2d 1088, 1096 (D.C. Cir. 1989); Jordan v. Dep’t of Justice, 591 F.2d 753 (D.C. Cir. 1978) (en banc).  However, inclusion in the request letter of a statement of need will be relevant in certain circumstances:  to justify a fee waiver; to support a request for discretionary disclosure of exempt material; to justify processing out of queue by the agency; to demonstrate that an invasion of privacy is not “unwarranted” under Exemptions 6 and 7; or where courts have otherwise indicated that a showing of public interest in disclosure is relevant (as under Exemption 2).

f. A person in litigation with the agency has no lesser rights to access than disinterested third parties.  NLRB, 421 U.S. at 143 n.10; North, 881 F.2d at 1096.

2. Although agencies do not have uniform rules governing the contents of a proper FOIA request, inclusion by a requester of the elements listed below should ordinarily meet minimum agency requirements. 

a. Identification — The request letter should be captioned as a “FOIA request” and should include the requester’s name, address and phone number, as well as the date sent.

b. Description of records — The requester should reasonably describe records being sought. 

c. Payment of fees — The request letter should state that, if a waiver is not requested, required payment will be made, or made up to a specific limit.  

d. Fee waiver — If a waiver of search and copying fees is requested, the requester should indicate why a waiver is justified.  

If the requester thinks it will be useful, reasons for disclosure might be offered.  Furthermore, a statement of the requester’s expectation — the right to receive a timely response and release of segregable portions of partially exempt records — might be restated.

3. Definition of agency.

5 U.S.C. § 552(f) (1994 & Supp. II 1996)  provides:

For the purposes of this section, the term ‘agency’ as defined in Section 551(1) of this title includes any executive department, military department, Government corporation, Government-controlled corporation, or other establishment in the executive branch of the Government (including the Executive Office of the President), or any independent regulatory agency. . . .

Section 551(1) of the APA in turn defines “agency” to mean “each authority of the government of the United States, whether or not it is within or subject to review by another agency,” with certain exceptions, specifically including the courts and Congress.  5 U.S.C. § 551(1) (1994).

a. Legislative history — In 1974 Congress expanded the definition of “agency” for FOIA purposes to include entities that may not be considered agencies under APA § 551(1), but that “perform governmental functions and control information of interest to the public.”  H.R. Rep. No. 93-876, at 8-9 (1974).  The legislative history stated that the Postal Service, Postal Rate Commission, and Amtrak would be included as agencies, but the Corporation for Public Broadcasting would not; nor would the term “agency” include “the President’s immediate staff or units in the Executive Office whose sole function is to advise and assist the President.”  H.R. Rep. No. 93-1380, at 14-15 (1974).

b. Judicial standards — The D.C. Circuit has cautioned that each arrangement “must be examined anew and in its own context” and suggested that the critical question is whether the entity in question “has any authority in law to make decisions.”  Washington Research Project, Inc. v. Department of HEW, 504 F.2d 238, 246, 248 (D.C. Cir. 1974), cert. denied, 421 U.S. 963 (1975).  The court also went on to affirm two other factors that had been found, in earlier cases, to be significant in determining agency status:  whether the agency has substantial independent authority in the exercise of its functions and whether the entity deals directly with those subject to its decisions.

c. Examples of “agencies” — The following entities have been held to be agencies subject to the FOIA:  Defense Nuclear Safety Board (Energy Research Found. v. Def. Nuclear Safety Bd., 917 F.2d 581, 584-85 (D.C. Cir. 1990)); the Government Printing Office (Cong. Info. Serv. v. Gov’t Printing Office, No. 86-3408 (D.D.C. Apr. 7, 1987)); the Council on Environmental Quality (Pac. Legal Found. v. Council on Envtl. Quality, 636 F.2d 1259 (D.C. Cir. 1980)); the Cost Accounting Standards Board (Petkas v. Staats, 501 F.2d 887 (D.C. Cir. 1974)); the Office of the Pardon Attorney (Crooker v. Office of Pardon Attorney, 614 F.2d 825 (2d Cir. 1980)); the United States Parole Commission (Carson v. United States Dep’t of Justice, No. 79-0140 (D.D.C. July 29, 1979), aff’d in part, rev’d in part, 631 F.2d 1008 (D.C. Cir. 1980)); the United States Board of Parole (Hrynko v. Crawford, 402 F. Supp. 1083 (E.D. Pa. 1975)); the Watergate Special Prosecution Force (Niemeier v. Watergate Special Prosecution Force, 565 F.2d 967 (7th Cir. 1977)); the FBI (Hamlin v. Kelley, 433 F. Supp. 180 (N.D. Ill. 1977)); the Federal Home Loan Mortgage Corporation (Rocap v. Indiek, 539 F.2d 174 (D.C. Cir. 1976)).  See also Aug v. National R.R. Passenger Corp., 425 F. Supp. 949 (D.D.C. 1974) (Amtrak is an agency for FOIA purposes pursuant to Rail Act, 45 U.S.C. § 546(g) (2000)) .  Compare Cotton v. Adams, 798 F. Supp. 22, 24 (D.D.C. 1992) (holding Smithsonian Institution is an agency under FOIA), holding questioned on appeal of attorneys’ fees sub nom., and Cotton v. Heyman, 63 F.3d 1115, 1123 (D.C. Cir. 1995), with Dong v. Smithsonian Institution, 125 F.3d 877, 879 (D.C. Cir. 1997) (holding Smithsonian is not an agency for the purpose of the Privacy Act), cert. denied, 118 S. Ct. 2311 (1998).

d. Examples of non-”agencies” — The following entities have been found not to be agencies subject to the Act:  the National Security Council (Armstrong v. Exec. Office of the President, 90 F.3d 553, 559-65 (D.C. Cir. 1996), cert. denied, 117 S. Ct. 1842 (1997));  Office of Counsel to the President (Nat’l Sec. Archive v. Executive Office of the President, 688 F. Supp. 29, 31 (D.D.C. 1988), aff’d sub nom. Nat’l Sec. Archives v. Archivist of the U.S., 909 F.2d 541 (D.C. Cir. 1990)); the Presidential Task Force on Regulatory Relief (Meyer v. Bush, 981 F.2d 1288, 1294 (D.C. Cir. 1993)); federal medical peer review panels (Public Citizen Health Research Group v. HEW, 668 F.2d 537, 543-44 (D.C. Cir. 1981)); the Council of Economic Advisers (Rushforth v. Council of Econ. Advisers, 762 F.2d 1038 (D.C. Cir. 1985)); the National Academy of Sciences (Lombardo v. Handler, 397 F. Supp. 792 (D.D.C. 1975), aff’d, 546 F.2d 1043 (D.C. Cir. 1976), cert. denied, 431 U.S. 932 (1977)); the Defense Advisory Committee on Women in the Service (Gates v. Schlesinger, 366 F. Supp. 797 (D.D.C. 1973)); the Red Cross (Irwin Blood Bank Mem’l v. Am. Nat’l Red Cross, 640 F.2d 1051 (9th Cir. 1981)); the Trust Territory of the Pacific Islands (Gale v. Andrus, 643 F.2d 826 (D.C. Cir. 1980)); Conrail (Railway Labor Executives’ Ass’n v. Consolidated Rail Corp., 580 F. Supp. 778 (D.D.C. 1984)); review groups who make preliminary recommendations on research grant applications submitted to NIMH (Washington Research Project, Inc. v. Dep’t of HEW, 504 F.2d 238 (D.C. Cir. 1974), cert. denied, 421 U.S. 963 (1975)); an FDA drug review panel (Wolfe v. Weinberger, 403 F. Supp. 238 (D.D.C. 1975)); and the University Group Diabetes Program (Ciba-Geigy Corp. v. Mathews, 428 F. Supp. 523 (S.D.N.Y. 1977)).

4. The FOIA requires that a requester “reasonably describe” records.  5 U.S.C. § 552(a)(3)(A).  The legislative history of the 1974 amendments defines “reasonably describes” as a description that “would be sufficient if it enabled a professional employee of the agency who was familiar with the subject area of the request to locate the records with a reasonable amount of effort.”  H.R. Rep. No. 93-876, at 6 (1974).

As a general rule, an agency must undertake a search that is reasonably calculated to locate the requested records.  Ogelsby v. Dep’t of the Army, 79 F.3d 1172, 1185 (D.C. Cir. 1996).  Agencies must also interpret FOIA requests liberally, unless to do so would impose  undue burden on the agency.  Nation Magazine v. Customs Service, 71 F.3d 885, 890 (D.C. Cir. 1995).  Courts have observed that “broad, sweeping requests lacking specificity are not permissible” under FOIA.  Marks v. Dep’t of Justice, 578 F.2d 261, 263 (9th Cir. 1978).  Thus, courts will refuse to order disclosure if they find that the “administrative burden imposed on an agency by a request is ‘unreasonable.’”  Ferri v. Bell, 645 F.2d 1213, 1220 (3d Cir. 1981), modified, 671 F.2d 769 (3d Cir. 1982); But see Yeager v. DEA, 678 F.2d 315, 322 (D.C. Cir. 1982) (holding that request for over one million computerized files is not necessarily unduly burdensome).  

As a practical matter, requesters should provide agencies with as much detail as possible, including subject, date, author, or other designation or matter number of the record, and reference to any material describing or citing the requested record.  (Personal telephone conversations with agency officials can be especially useful in fine-tuning coverage of a request letter.)

Prior to the enactment of EFOIA, the law was unsettled on an agency’s obligation to search and retrieve electronic records.  Most courts, however, had required agencies to undertake modest efforts to engage in computer searches to identify responsive records.  Thompson Pub. Group, Inc. v. HCFA, 1994 WL 116141, at * 1 (D.D.C. March 15, 1994).  EFOIA now defines the term “search” to mean “to review, manually or by automated means, agency records for the purpose of locating those records which are responsive to a request.”  5 U.S.C. § 552(a)(3)(D).  And EFOIA directs agencies to make “reasonable efforts” to search for records in electronic form, “except when such efforts would significantly interfere with the operation of the agency’s automated information system.”  5 U.S.C. § 552(a)(3)(C).

5. Application to agency records.

While the FOIA applies only to “agency records,” the statute does not define that term and legislative history provides little assistance on this point.  McGehee v. CIA, 697 F.2d 1095, 1106, vacated in part and aff’d in part, 711 F.2d 1076 (D.C. Cir. 1983).  

Some agencies provide definitions of “agency records” for FOIA purposes in their FOIA regulations, although these are not binding on the courts.  See 32 C.F.R. § 286.3 (2000) (defining technical data for FAR purposes).

Congress has provided definitions for the term “records” in the Records Disposal Act, 44 U.S.C. § 3301 (2000), which pertains to the disposition of government records, and the Presidential Records Act of 1978, 44 U.S.C. § 2201 (2000), relating to ownership, retention, and availability of presidential documents.  See Armstrong, 90 F.3d 553.  Referring to the definitions in these laws, the Supreme Court has stated that “it is not insignificant that Congress has associated creation or acquisition with the concept of a governmental record.”  Forsham v. Harris, 445 U.S. 169, 184 (1980).  The Forsham decision held that “an agency must first either create or obtain a record as a prerequisite to its becoming an ‘agency record’ within the meaning of the FOIA.”  Id. at 182.

The FOIA does not compel government agencies to create records.  See NLRB, 421 U.S. at 161.  Only in two categories of cases, rarely arising, have courts required agencies to attempt to recreate records or provide an explanation of disclosed information.  These have occurred where the agency had destroyed records following receipt of the FOIA request, Levine v. United States, 34 Admin. L.2d (P&F) 633, 642 (S.D. Fla. Mar. 22, 1974), and where certain codes, symbols, or notations that masked the meaning of the documents were used, Diamond v. FBI, 487 F. Supp. 774, 776-77 (S.D.N.Y. 1981), aff’d, 707 F.2d 75 (2d Cir. 1983), cert. denied, 465 U.S. 1004 (1984).  (In some instances agencies may want to create new documents to maximize disclosure while affording more complete protection to certain categories of data.  FDA regulations specifically provide that the Commissioner may, in his discretion, prepare new records to respond to an FOIA request.  21 CFR § 20.24 (2000).)

The Supreme Court has articulated a two part test for determining what constitutes an “agency record” under FOIA:  “Agency records” are documents that are (1) either created or obtained by an agency, and (2) under agency control at the time of the FOIA request.  Dep’t of Justice v. Tax Analysts, 492 U.S. 136, 144-45 (1989).  However, in some instances, even where these essential elements are present, other factors have been utilized by courts to determine whether requested documents were agency records.

a. Physical possession — As a general proposition, physical possession by a government agency is an essential prerequisite to “agency record” status.  Thus, in Forsham v. Harris, the Supreme Court held that even though a government agency had a right of access and a right to obtain permanent custody of data in the possession of federally funded medical researchers (over 55 million documents), these rights had not been exercised and the documents thus were not covered by the act.  The “FOIA applies to records which have been in fact, obtained, and not to records which merely could have been obtained” by the agency, observed the Court.  Id. at 186 (emphasis in original).

b. Custody and control — Even a record within the physical possession of an agency will be considered an “agency record” for FOIA purposes only if the agency has unimpaired custody and control of it.  Kissinger v. Reporters Comm. for Freedom of Press, 445 U.S. 136 (1980).

In Goland v. CIA, 607 F.2d 339, 345 (D.C. Cir. 1978), cert. denied, 445 U.S. 927 (1980), the court held that a transcript of closed congressional hearings in the possession of the CIA was not an “agency record” because the transcript effectively remained under the “control” of Congress.  In Paisley v. CIA, 712 F.2d 686 (D.C. 1983), vacated in part, 724 F.2d 201 (D.C. Cir. 1984), the court found that an FBI document created in response to a Senate committee investigation did not remain under the “control” of Congress.  The court concluded that two factors were determinative of whether the records were under congressional control:  First the circumstances attending the document’s creation and, second, the conditions pursuant to which it was transferred to the agency.

c. Other factors — The D.C. Circuit has refused to adopt the “control test.”  Bureau of Nat’l Affairs v. Dep’t of Justice, 742 F.2d 1484 (D.C. Cir. 1984).  In deciding the status of an “agency record,” the court applied a two-part analysis.  First, the court must look to the totality of the circumstances underlying the creation of the record at issue.  In doing so, the court must ask whether the documents were (1) generated within the agency, (2) placed in the agency’s files, (3) within the agency’s control, and (4) used by the agency for agency purposes.  Second, the court must then look to the Federal Records & Management Act for guidance on the treatment of the documents as agency records.  See Washington Post Co.  v. Dep’t of Justice, 632 F. Supp. 607 (D.D.C. 1986) (applying Bureau of Nat’l Affairs).

d. Records available elsewhere — The Department of Justice has argued that district court decisions collected, maintained, and used by Tax Division lawyers were not improperly withheld “agency records” because they were available from the courts that issued the opinions.  The Supreme Court  held that the opinions constituted “agency records” and thus must be disclosed under the FOIA.  Dep’t of Justice v. Tax Analysts, 492 U.S. 136 (1989).

e. Not agency records — Some limited circumstances have arisen where courts have concluded that even where materials were within the undisputed physical possession and custody and control of an agency, they were found outside the concept of “agency records.”  Personal correspondence, written by a member of the NLRB, were found not to be agency records.  Gallant v. NLRB, 26 F.3d 168, 171-72 (D.C. Cir. 1994).  Appointment materials, like desk calendars and telephone logs, were held not to be agency records where they were “created solely for an individual’s convenience . . . [and] may be disposed of at the individual’s discretion”.  Bureau of Nat’l Affairs, 742 F.2d at 1486; Judicial Watch v. Clinton, 880 F. Supp. 1, 11 (D.D. C. 1995). 

However, in Washington Post Co. v. Dep’t of State, 632 F. Supp. 607 (D.D.C. 1986), the court found that “records of schedule” of Secretary of State Haig were agency records because they were never personally used by the Secretary of State, but only by his secretaries and aides.

Other material found not to constitute agency records, although appearing to satisfy the possession and control tests, include:  personal handwritten log that kept track of performance and duties of an employee (Am. Fed’n of Gov’t Employees v. Dep’t of Commerce, 632 F. Supp. 1272 (D.D.C. 1986)); reports prepared by President-elect Reagan’s HHS transition team (Wolfe v. Dep’t of HHS, 711 F.2d 1077 (D.C. Cir. 1983)); and peel-off labels with names and addresses of employees eligible to vote in a union representation election (Intn’l Brotherhood of Teamsters v. Nat’l Mediation Bd., No. 81-01648, 1981 U.S. Dist. LEXIS 14724 (D.D.C. 1981), aff’d, 712 F.2d 1495 (D.C. Cir. 1983)).

f. Computer data and programs  — Information contained in a data base of an agency is now unquestionably subject to FOIA.  Following the EFOIA amendments of 1996, electronic records are now equivalent to a “paper” documents for FOIA purposes.  EFOIA redefines the word “record” to include any information otherwise subject to FOIA that is “maintained by the agency in any format, including an electronic format.”  EFOIA, Pub. L. No. 104-231, § 3 (1996).  EFOIA further requires agencies to provide records to requesters “in any form or format requested by the person if the record is readily reproducible by the agency in that form or format.  Id. § 5(B).  And EFOIA requires agencies to “make reasonable efforts to search for the records in electronic form or format.”  Id. § 5(C).  An agency’s compliance with the requirements of EFOIA is subject to judicial review.  See id. § 6.  EFIOA also made a number of changes to the administrative processing of FOIA requests, which are discussed below. 

g. Privately submitted documents as agency records — Occasionally agencies have attempted to argue in court or to adopt regulations proposing that certain business documents obtained by the agency from outside submitters do not constitute agency records for purposes of disclosure under the FOIA.  The SEC proposed a rule to exclude from the definition of records for FOIA purposes documents provided to staff during an investigation but not relied on by the agency.  Proposed Rule 24a-1, 22 SEC Doc. 264 (Feb. 27, 1981).  After considerable public controversy, the proposal was withdrawn.  49 Fed. Reg. 2489 (June 13, 1984).  Likewise, the FCC attempted to adopt this approach in one proceeding, but was unsuccessful in its efforts.  RCA Global Communications, Inc. v. FCC, 524 F. Supp. 579 (D. Del. 1981).

Thus, except where legislative or judicial documents are involved (implicating a co-equal branch of government), courts can be expected to conclude that privately submitted documents in an agency’s possession are agency records subject to the FOIA.  General Electric Co. v. NRC, 750 F.2d 1394, 1400 (7th Cir. 1984).

h. Grantee records – By virtue of an appropriations rider enacted in 1998 (referred to as the “Shelby Amendment”), Congress subjected to public access under FOIA federally funded research data in the possession of grantees.  Shelby Amendment, Pub. L. No. 105-277, 112 Stat. 2681 (1998).  These data had been held by the Supreme Court to be out of the reach of FOIA, even where an agency had the legal right to obtain possession, because they were not in the possession of the agency.  Forsham v. Harris, 445 U.S. 169 (1980).  The Shelby Amendment required the Office of Management and Budget to amend applicable guidance to ensure that “all data produced under an award” will be made available under FOIA.  OMB implemented the statutory directive by amending OMB Circular A-110, effective November 8, 1999, limiting the new right of access to data that underlie published research results used by the federal government to develop an agency action that has the force and effect of law.  OMB Circular A-110, Uniform Administrative Requirements for Grants and Agreements with Institutions of Higher Education, Hospitals, and Other Non-Profit Organizations, 64 Fed. Reg. 54,926 (Oct. 8, 1999).

6. Requests must comply with published rules.

Each request must be made “in accordance with published rules stating the time, place, fees (if any), and procedures to be followed.”  5 U.S.C. § 552(a)(3)(B); McDonnell v. United States, 4 F.3d 1227, 1236-37 (3d Cir. 1993) (finding FOIA action improper where plaintiff failed to comply with agency’s published procedural rules).  Every agency subject to the FOIA has published rules in the Code of Federal Regulations, which are updated or amended in the Federal Register.  Most agencies also have unpublished, but publicly available, guidelines, instructions, or training manuals designed to assist staff in processing FOIA requests. 

7. Agencies may charge searching and copying fees and review time.

Each agency individually sets the amount that will be charged for duplication, search, and review based on its own costs.  The amount charged is published in its regulations.

8. Fees are subject to reduction or waiver.

Prior to the 1986 Amendments to FOIA, agencies could provide documents without charge or at a reduced fee where they determine that doing so is in the “public interest” because furnishing the information can be considered “primarily benefitting” the general public.  The 1986 amendments elaborate on the term “public interest.”  A requester may now receive reduced fees if the disclosure of information is in the public interest because it is likely to contribute significantly to public understanding of the government activities and is not primarily in the commercial interest of the requester.  In one of the first cases to interpret the 1986 amendments on fee waivers, the Ninth Circuit noted that the amendment is to be liberally construed in favor of waivers for noncommercial requesters.  McClellan Ecological Seepage Situation v. Carlucci, 835 F.2d 1282 (9th Cir. 1987).

The Department of Justice (DOJ) has provided guidance from time to time on the application of the fee waiver provisions of  FOIA.  Under guidelines issued to comport with the 1986 amendments, the DOJ has stated that agencies should first consider the following factors to determine whether there is a public interest in the documents:  (1) whether the subject matter of the records is concerned with government operations or activities; (2) whether the disclosure would be likely to contribute to an understanding of government operations; (3) whether disclosure would contribute significantly to the understanding of the public at large; and (4) whether the disclosure is likely to contribute significantly to public understanding of government activities.

Once an agency determines that the public interest requirement is satisfied, the agency must then determine whether the disclosure of information is primarily in the commercial interest of the requester.  To determine this, the DOJ recommends that the agencies consider (1) whether the requester has a commercial interest that would be furthered by disclosure, and (2) whether the requester’s commercial interest is sufficiently large in comparison to the identified public interest.  U.S. Dept. of Justice, 8 FOIA Update No. 1, at 9 (Winter/Spring 1987).

The 1986 FOIA Amendments added a new provision pertaining to judicial review, section 552(a)(4)(a)(vii), providing that an agency’s fee waiver denial will be reviewed de novo.  Review is limited, however, to the record established before the agency.  Friends of the Coast Fork v. United States Dept. of the Interior, 110 F.3d 53, 55 (9th Cir. 1997).

As an alternative to seeking judicial review, a requester who is denied a fee waiver can supplement the agency record by providing additional support evidencing why the public would benefit from disclosure.  

9. An agency must issue a determination in response to an initial request for records.

There are a variety of possible “determinations” that can be issued by the agency:

a. The agency may grant access to the requested records.

b. The agency may deny the request on procedural grounds, for example, where the request is not made in accordance with the agency’s published rules or does not reasonably described requested documents.

c. Where “unusual circumstances” are present, an agency may take additional time to respond to a request, but must notify the requester and provide an explanation why the extension is necessary.  5 U.S.C. § 552(a)(6)(B).

d. The request may be placed on the agency’s FOIA waiting list, with a determination to be made at a later date because of a large number of pending requests and limited staff resources.

e. The agency may reply that it has no responsive records.  This may mean any number of things:  that records responsive to the request simply do not exist; that there are documents responsive to the request but they are not “agency records” within the FOIA; that the agency simply has not found responsive records, perhaps through an inadequate search; that the agency no longer has the requested records because they have been transferred or destroyed; or that the agency has applied section 552(c) (allowing it to refuse to confirm the existence of records).

f. The agency may deny the request on substantive grounds.  Reasons may include that the records are exempt, that they are publicly available in the agency’s reading room or elsewhere, or that they are subject to a court order prohibiting disclosure.

g. Requesters are not entitled to obtain a detailed list of withheld records where the agency denies disclosure of requested documents; however, agencies should provide requesters with sufficient detail about withheld documents.  See Mead Data Central Inc., v. Dep’t of the Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977); see paragraph 13 below.

h. Occasionally an agency will refuse to confirm or deny the existence of records within the scope of the request.  This approach has been applied primarily where acknowledgment of the existence or nonexistence of responsive records would itself be a disclosure causing harm cognizable under some FOIA exemption.  Phillippi v. CIA, 546 F.2d 1009 (D.C. Cir. 1976), on remand, (D.D.C. June 9, 1980), aff’d, 655 F.2d 1325 (D.C. Cir. 1981).  See 5 U.S.C. § 552(c).

10. Agencies must respond within specified time limits.

An agency is required to make its initial “determination” within 20 working days of receipt of request for information.  5 U.S.C. § 552(a)(6)(A)(I).  It must make a “determination” on any appeal within 20 working days of receipt of the appeal.  5 U.S.C. § 552(a)(6)(A)(ii).  Agencies can take an additional 10 working days in “unusual circumstances.”  5 U.S.C. § 552(a)(6)(B).

While many agencies respond regularly to FOIA requests within the statutory time limits, many experience extensive delays in processing requests, and many months can pass before the agency even begins its search.  However, the only sanction for violating the required time limits is for the requester to treat it as a denial and either appeal or litigate in federal courts.  Spannus v. Dep’t of Justice, 824 F.2d 52, 57-59 (D.C. Cir. 1987); Daniels v. St. Louis VA Reg’l Office, 561 F. Supp. 250 (E.D. Mo. 1983).  

11. Required search by agency.

Agencies must make reasonable efforts to conduct a search for requested records.  Ogelsby v. United States Dep’t of the Army, 79 F.3d 1172, 1185 (D.C. Cir. 1996), prior opinion, 920 F.2d 57, 68 (D.C. Cir. 1990); Kowalczyk v. Dep’t of Justice, 73 F.3d 386, 389 (D.C. Cir. 1996); Perry v. Block, 684 F.2d 121, 127 (D.C. Cir. 1982).

An agency is not required to search every document in its possession in responding to a FOIA request, Goland v. CIA, 607 F.2d 339, 369-70 (D.C. Cir. 1978), cert. denied, 445 U.S. 927 (1980), nor is it required to search every field office in response to every FOIA request, Biberman v. FBI, 528 F. Supp. 1140, 1144 (S.D.N.Y. 1982).  While searching, however, an agency cannot interpret a FOIA request to result in the least amount of work for the agency.  Ogelsby, 79 F.3d at 1185.  Also, the agency “cannot limit its search” to only one or more places if there are additional sources “that are likely to turn up the information requested”.  Valencia-Lucena v. United States Coast Guard, 180 F.3d 321, 326 (D.C.Cir. 1999); see Campell v. Dep’t. of Justice, 164, F.3d 20, 28 (D.C. Cir. 1999); see also Oglesby, 920 F.2d at 68.  Nor is it for the agency to decide whether documents will be of any value to the requester.  Quarles v. Dep’t of Navy, No. 85-3395 (D.D.C. May 27, 1987); aff’d 893 F.2d 390 (D.C. Cir. 1990).

If a requester challenges the adequacy or thoroughness of an agency’s search for records, the agency bears the burden of proving the reasonableness of its efforts and must provide details of the procedures used in conducting its search.  Ogelsby, 79 F.3d at 1185; Hydron Labs., Inc. v. EPA, 560 F. Supp. 718, 721 (D.R.I. 1983).

12. Agencies must disclose nonexempt segregable portions of requested records.

Under the FOIA, “any reasonably segregable portion of a record shall be provided to any person requesting such record after deletion of the portions which are exempt.”  5 U.S.C. § 552(b); Kimberlin v. Dep’t of Justice, 139 F.3d 944, 951 (D.C. Cir. 1998).  Legislative history of this provision, added in 1974, makes clear that the government cannot refuse to disclose a record “merely because it or the file it was in” contained exempt information.  S. Rep. No. 93-854, at 32 (1974).  The Attorney General’s Memorandum on the 1974 Amendments directed that “doubts about the intelligibility or responsiveness of remaining non-exempt material should be resolved in favor of release.”  The principal factors utilized by courts in determining what is reasonably segregable are the intelligibility of the nondeleted material and the extent of the burden of editing or segregating it.  Yeager v. DEA, 678 F.2d 315, 322 & n.16 (D.C. Cir. 1982).  

Whether an agency must engage in “programming” beyond the framework of the existing computer program in order to respond to a FOIA request was answered conclusively in EFOIA, which requires agencies to make reasonable efforts to search for records in electronic form and format, and to undertake modest programming efforts to locate and release records.  

13. Agency denial of a request must be explained.

The grounds for denial of a request for information have been outlined above in paragraph 9.  As stated, records may be denied if they are subject to a court order prohibiting disclosure.  GTE Sylvania, Inc. v. Consumers Union of the United States, Inc., 445 U.S. 375, 386-87 (1980).  In that case, the records are not being “wrongfully withheld.” Id. 

Should an agency decide to deny information to a requester, it must provide the requester with specific information that includes:  what information will and will not be released; a statement of the reasons for not releasing withheld records; notification to the requester of the right of appeal any denial to the head of the agency; and a statement of the names and titles or positions of each person responsible for the denial.  5 U.S.C. §§ 552(a)(6)(A)(I); & (a)(6)(C)(I); Maycock v. INS, 714 F. Supp. 1558, 1567 (N.D. Cal. 1989), rev’d and remanded on different grounds, 938 F.2d 1006 (9th Cir. 1991).

14. Initial denials are subject to administrative appeal.

In addition to appealing the denial of a request, a requester may also appeal an inadequate agency search for records, an agency failure to respond to a request within the statutory time limits, the imposition of excessive fees, or the agency’s denial of a request for waiver or reduction of fees.  Cf. Ogelsby, 920 F.2d at 67.

In addition to enclosing copies of the initial request and any agency response, the requester should use the appeal letter to advance any policy or legal arguments favoring release of the information requested and should follow all agency regulations providing procedures for appealing initial denials.

15. Expedition may be required of agencies under certain circumstances. 

Many agencies face substantial backlogs of FOIA requests and hence do not comply with the Act’s time limitations.  Prior to the enactment of EFOIA, the D.C. Circuit had approved the general practice of handling backlogged FOIA requests on a “first-in, first-out” basis.  Open Am. v. Watergate Special Prosecution Force, 547 F.2d 605, 614-15 (D.C. Cir. 1976).  However, courts have held that where a requester can show “exceptional need or urgency,” the request may be expedited and pushed to the head of the line.  5 U.S.C. § 552(a)(6)(C); Aguilera v. FBI, 941 F. Supp. 144 (D.D.C. 1996); Cleaver v. Kelly, 427 F. Supp. 870 (D.D.C. 1976).

EFOIA requires agencies to promulgate regulations providing for expedited processing of requests where the requester can show “compelling need,” as defined by the amended statute, or in any other case determined by the agency to be appropriate.  5 U.S.C. § 552(a)(6)(E).  Agencies must act on requests for expedition within ten days of their receipt.

16. Judicial review of any withholding is available.

The requester may seek judicial review of an agency’s failure to disclose information.  5 U.S.C. § 552(a)(4)(B).  FOIA requesters must exhaust their administrative remedies. 5 U.S.C. § 552(a)(b)(c).  The requester may sue either when there has been a denial or when the agency has failed to respond within statutory time limits.  See Pollack v. Dep’t of Justice, 49 F.3d 115, 118 (4th Cir. 1995).  Thus, where an agency has begun to disclose records to the plaintiff, and has committed to disclosing the remainder, the district court lacks jurisdiction over a FOIA case because the records are not being improperly withheld.  Fisher v. FBI, 94 F. Supp. 2d 213 (D. Conn. 2000)

D. Exemptions

FOIA requires that all government records must be published or made available to the public unless they fall into one of the nine enumerated exemptions in subsection (b) of the Act. 5 U.S.C. § 552(b). These exemptions reflect Congress’s “general philosophy of full agency disclosure unless information is exempted under clearly delineated statutory language.”  S. Rep. No. 89-813, at 3 (1965).

The exemptions represent the conclusions of Congress as to specific categories of information “that the Executive Branch must have the option to keep confidential, if it so chooses.”  EPA v. Mink, 410 U.S. 73, 80 (1973).  The exemptions are to be construed strictly, to produce the fullest disclosure — “the dominant objective of the Act.”  Dep’t of the Air Force v. Rose, 425 U.S. 352, 361 (1976).

The exemptions are not mandatory bars to disclosure, and therefore an agency — unless otherwise prohibited by a more specific statute — may exercise its discretion to disclose information that would otherwise be exempted by the FOIA.  Chrysler Corp. v. Brown, 441 U.S. 281 (1979).

On the other hand, because FOIA provides that the district court “has jurisdiction” to order disclosure of nonexempt records, 5 U.S.C. § 552(a)(4)(B), the argument has been made that the phrase “has jurisdiction” implies that while agencies may be under an unequivocal duty to disclose nonexempt information, courts have “equitable discretion” to decline to enforce the disclosure requirement in certain circumstances.  Although the Supreme Court has not decided this issue, circuit courts have split on the subject.  Compare Gen. Services Admin. v. Benson, 415 F.2d 878, 880 (9th Cir. 1969) (“the court must weigh the effects of disclosure and non-disclosure, according to traditional equity principles, and determine the best course to follow in the given circumstances”), and Halperin v. Dep’t of State, 565 F.2d 699, 706 (D.C. Cir. 1977) (suggesting in dicta that the principle may be applicable in “exceptional circumstances”), with Wellford v. Hardin, 444 F.2d 21, 25 (4th Cir. 1971) (rejecting equitable discretion argument on ground that subsection (d) of the FOIA, providing that the Act “does not authorize withholding of information . . . except as specifically stated,” is to be read literally).

The scope and application of each of FOIA’s nine exemptions are discussed below.

1. Exemption 1: Classified national defense and foreign policy information.

Exemption 1, as amended in 1974, excepts from mandatory disclosure documents that are “(A) specifically authorized under criteria established by an Executive Order to be kept secret in the interest of national defense or foreign policy and (B) are in fact properly classified pursuant to such Executive Order.” 5 U.S.C. § 552(b)(1)(A).

This exemption was intended to preserve the ability of the executive branch to conduct national defense and foreign policy functions for which the President determines there exists a need for secrecy.

a. Legislative history — Prior to its amendment in 1974, the exemption protected matters “specifically required by Executive Order to be kept secret in the interest of the national defense or foreign policy.”  In 1973, considering a challenge by Congresswoman Mink to EPA’s denial of her request to release documents regarding underground nuclear tests scheduled to be held in Alaska, the Supreme Court interpreted Exemption 1 as a blanket justification for agency nondisclosure of all classified documents.  EPA v. Mink, 410 U.S. 73 (1973).  Justice Stewart’s concurring opinion read the FOIA as providing “no means to question an Executive decision to stamp a document ‘secret,’ however cynical, myopic, or even corrupt that decision might have been.”  Id. at 95.

Congress overruled the Mink case in 1974 by specifically authorizing in camera review and release of segregable portions of even classified documents.  It also provided that the court should determine de novo whether information was classified under the appropriate procedures and criteria of the applicable Executive Order.  Despite having given courts such broad powers of de novo review of classified documents, Congress, in its conference report on the amendment, S. Rep. No. 93-1200, at 12 (1974), expressed an expectation that federal courts, in making de novo determinations in section 552(b)(1) cases under FOIA, will accord substantial weight to an agency’s affidavit concerning the details of the classified status of the disputed record.  The practical result of application of this language is that the government almost invariably wins litigation involving Exemption 1.

b. Executive classification order — The current Executive Order on National Security Information became effective on October 17, 1995.  Exec. Order No. 12,958, 60 Fed. Reg. 19,825 (April 20, 1995), (codified at 3 CFR 333 (1996).  This Order revoked the previous order, No. 12,356, issued by President Reagan on April 2, 1982.  Exec. Order No. 12,356, 47 Fed. Reg. 14,874 (1982).  The current order establishes both substantive and procedural criteria for withholding national security information.

i. Information that may be classified — Executive Order No. 12,958, § 1.5(a), provides that information shall not be considered for classification unless it concerns one of the  following categories:

(a) military plans, weapons systems, or operations;

(b) foreign government information;

(c) intelligence activities (including special activities), intelligence sources or methods, or cryptology;

(d) foreign relations or foreign activities of the United States, including confidential sources;

(e) scientific, technological, or economic matters relating to the national security;

(f) United States government programs for safeguarding nuclear materials or facilities; or

(g) vulnerabilities or capabilities of systems, installations, projects, or plans relating to the national security.

ii. Information that may not be classified — As with its predecessors, Executive Order 12,958 provides that information may not be classified to conceal violations of law, inefficiency, or administrative error, to prevent embarrassment to a person or the agency, to restrain competition, to prevent or delay the disclosure of information that does not warrant national security protection, or to thwart public access to basic scientific research unrelated to the national security.  See id. at § 1.8(a).  

iii. Minimum Standard — Information falling into one of the categories allowing for classification may be classified only if “the unauthorized disclosure of the information reasonably could be expected to cause damage to the national security that the original classification authority is able to identify and describe the damage.”  See id. at § 1.2.  National security is defined in the Order as “the national defense or foreign relations of the United States.”  Id. at § 1.1(a)

iv. The Executive Order establishes three layers of secret designations:  “top secret” – the highest designation – is intended for information the unauthorized disclosure of which could be expected to cause “exceptionally grave damage” to the national security; “secret” is intended for information the unauthorized disclosure of which could be expected to cause “serious damage” to the national security; and “confidential” is intended for information the unauthorized disclosure of which could be expected to “cause damage” to the national security.  Id. at § 1.1(a)(1)-(3).

v. Duration of Classification — The current Executive Order embodies a presumption that classification ought to stay in place for a limited duration.  The original classification authority is directed to establish a specific date or event for declassification, with ten years set as the default unless the classification authority requires longer classification.  See id. at § 1.6(a)(b) & (d).  

vi. Declassification and reclassification  — The Executive Order provides procedures and standards for declassifying or downgrading information.  In general, information shall be declassified “as soon as it no longer meets the standards for classification.”  Id. at § 3.2(a).  The Order, however, presumes that information that continues to meet classification standards requires continued protection.  See id; see also Ogelsby v. Dep’t of the Army,  79 F.3d 1172 (D.C. Cir. 1996).  The Order also provides for “automatic declassification” for certain records.  Executive Order 12,958, § 3.2(a).  Within 5 years of the Order, all classified information contained in records more than 25 years old and determined to have permanent historical value shall be declass-ified, regardless whether the records have been reviewed.  See id. at § 3.4(a).  Thereafter, all classified information shall automatically be declassified after 25 years, unless it is exempted from automatic declassification by an agency head on the ground that its release would result in one of the nine harms enumerated in the Order.  See id. The Order also contains a provision requiring agencies to engage in mandatory declassification review if (a) they receive a request that describes records with sufficient specificity to enable the agency to locate the record; (b) the information is not exempted from mandatory declassification review by the CIA Information Act; and (c) the information has not been reviewed for declassification within the past two years.  See id. at § 3.6(a).  Finally, the Order provides that information may not be subject to reclassification after it has been declassified and release to the public under proper authority.  See id. at § 1.8(c).  

vii. Classification procedures — The Executive Order also provides that only certain designated officials may classify information (see id. at § 1.4), sets out the markings to be used on classified information (see id. at § 1.7(a)), and establishes restrictions on access to various levels of classified information (see id. at § 4.2(a), 4.5(a)).

c. Challenging agency decisions to withhold classified information — Because the 1974 FOIA Conference Report directed that a court should “accord substantial weight to an agency’s affidavit concerning the details of the classified status of the disputed record,” S. Rep. No. 93-1200, at 12 (1974), in most cases a court “need not go further [than the affidavit] to test the expertise of the agency, or to question its veracity when nothing appears to raise the issue of good faith.”  Weissman v. CIA, 565 F.2d 692, 697 (D.C. Cir. 1977).  “Accordingly, an agency is entitled to summary judgment if its affidavits ‘describe the withheld information and the justification for withholding with reasonable specificity, demonstrating a logical connection between the information and the claimed exemption’ . . . and ‘are not controverted by either contrary evidence in the record nor by evidence of bad faith.’” Abbotts v. NRC, 766 F.2d 604, 606 (D.C. Cir. 1985), quoting Military Audit Project v. Casey, 656 F.2d 724, 738 (D.C. Cir. 1981).

It is not surprising that most courts have been extremely deferential to the government’s decision to withhold classified information.  See Taylor v. Dep’t of Army, 684 F.2d 99 (D.C. Cir. 1982); Halperin v. CIA, 629 F. 2d 144, 148 (D.C. Cir. 1980).  The courts have held that they must accord “substantial weight” to detailed agency explanations in the national security context.  Maynard v. CIA, 986 F.2d 547, 556 n.9 (1st Cir. 1993); cf. King v. Dep’t of Justice, 830 F.2d 210, 217 D.C. Cir. (1987).

Courts have also upheld the right of right of national security agencies to refuse to confirm or deny the existence or nonexistence of requested information whenever the information’s existence of nonexistence is also classified.  This is the so-called “Glomar” response, named after Phillippi v. CIA, 546 F.2d 1009, 1013 (D.C. Cir. 1976), a case involving a request for documents pertaining to the Glomar Explorer, a ship designed to retrieve sunken Soviet submarines.  Hudson River Sloop Clearwater v. Dep’t of the Navy, 891 F.2d 414, 417 (2d Cir. 1989); Miller v. Casey, 730 F.2d 773 (D.C. Cir. 1984).  Executive Order 12,958 expressly authorizes agencies to make Glomar responses where appropriate.  Exec. Order No. 12,958, § 3.7(a).

Although a requester may challenge both the substantive and procedural grounds for classification of a withheld document, no challenge has yet succeeded through a final judicial determination.  An example of the great deferential treatment an agency is given is the D.C. Circuit’s holding that documents were properly reclassified after they had been publicly available in a private research library.  American Library Ass’n v. Odom, 818 F.2d 81 (D.C. Cir. 1987).  Similarly, responses to questionnaires that were originally marked unclassified were held to be properly classified later.  Goldberg v. Dep’t of State, 818 F.2d 71 (D.C. Cir. 1987).

Even when an agency failed to meet its burden of proof in sustaining proper classification, one court decided to give the agency additional time to support its claim, “in view of the sensitive nature of an Exemption 1 claim.”  Bell v. Dep’t of Defense, 71 F.R.D. 349, 356 (D.N.H. 1976).  Where an agency had demonstrated an almost incredible inattention to the classification system, the court declined to order disclosure because of agency representations that release of the information would do grave damage to national security.  Halperin v. Dep’t of State, 565 F.2d 699, 706 (D.C. Cir. 1977).

One of the most extreme examples of judicial deference to an agency in an Exemption 1 case is in Am. Friends Serv. Comm. v. Dep’t of Defense, 831 F.2d 441 (3rd Cir. 1987).  Here, the Third Circuit ruled that nonclassified records were covered by Exemption 1 because the aggregation of the nonclassified material could lead to potential harm to national security.  Although recognizing that the individual material could not harm national security itself if disclosed, the court held that it may nevertheless be withheld its disclosure, “along with other material whose disclosure alone would also not harm the national security, might endanger the national security.”  Id.

While courts occasionally conduct in camera review in Exemption 1 cases, such review is not automatic.  The D.C. Circuit has suggested guidelines for the use of in camera inspection of documents by the courts, including the following factors:  judicial economy; the conclusory nature of agency affidavit; bad faith on the part of the agency; disputes concerning the contents of the document; agency-supported inspection of documents in camera; and the existence of a strong public interest in disclosure.  Allen v. CIA, 636 F.2d 1287 (D.C. Cir. 1980).  More recently, however, the same court has cautioned against broad use of in camera review in Exemption 1 cases to reduce the likelihood that sensitive information will be inadvertently disclosed.  Armstrong v. Executive Office of the President, 97 F.3d 575, 580 (D.C. Cir. 1996).

Courts have also accepted in camera submissions by agencies to support their classification claims.  Hayden v. NSA, 608 F.2d 1381 (D.C. Cir. 1979).  In these cases it is almost impossible for a requester to contest withholding or to appeal an adverse judgment.  For that reason, courts have cautioned that, when the government resorts to in camera submissions, it must make its reasons for doing so clear and make as much of the submission as possible available to the opposing party.  Armstrong, 97 F.3d at 580; Lykins v. Dep’t of Justice, 725 F.2d 1455, 1465 (D.C. Cir. 1984).

The reluctance of courts to order disclosure of classified information may in part be due to an awareness of a potential constitutional clash with the executive branch over whether Exemption 1 violates the separation of powers doctrine.  In his veto message relating to the 1974 FOIA amendments, President Ford concluded that the amendment to Exemption 1 was unconstitutional.  10 Weekly Comp. Pres. Docs. 1318 (Oct. 17, 1974).  The government has occasionally argued in briefs that courts did not have the power to order disclosure of information classified by the Executive, and one court, in another context, noted that “serious constitutional questions would be presented by a claim of Executive privilege as a defense to a suit under the Freedom of Information Act.”  Soucie v. David, 448 F.2d 1067, 1071 (D.C. Cir. 1971).  In the only case where a court of appeals upheld a lower court’s order to disclose information claimed to be properly classified by the agency, the requesters abandoned their pursuit of the disputed information, and the Supreme Court ordered the appellate court’s judgment to be vacated to the extent it affirmed the District Court’s requirement that classified documents be disclosed.  CIA v. Holy Spirit Ass’n, 455 U.S. 997 (1982).  This issue has thus not been squarely joined in any Exemption 1 litigation to date.

d. Relationship to Exemption 3 — Agencies will often rely on both Exemption 1 and another specific statute covering the requested records, such as the National Security Act of 1947, 50 U.S.C. § 403-3(c)(6) (West Supp. 1998), and the Central Intelligence Act of 1949, 50 U.S.C. § 403g (2000).  While there may be an overlap, courts may analyze the propriety of withholding under all applicable statutes.  CIA v. Sims, 471 U.S. 159 (1985).  

2. Exemption 2:  Internal agency rules.

Exemption 2 states that the FOIA does not apply to matters “related solely to the internal personnel rules and practices of an agency.”  Congress itself was not clear regarding the intended scope of this exemption, so that judicial decisions must be looked to — rather than either legislative history or the language of the exemption — for guidance. 5 U.S.C. § 552(b)(2).

a. Legislative history — The Senate and House reports are in direct conflict over the scope of Exemption 2.  The Senate Report takes the more limited view, noting that examples of matters covered by the exemption would include “rules as to personnel’s use of parking facilities or regulations of lunch hours, statements of policy as to sick leave, and the like.”  S. Rep. No. 89-813, at 8 (1965).  The House Report, on the other hand, suggests that the exemption is intended to cover “operating rules, guidelines, and manuals of procedures for Government investigators or examiners”; the House Report goes even further by suggesting that the exemption does not cover internal management matters such as “working conditions and routine administrative procedures.”  H.R. Rep. No. 89-1497, at 10 (1966).

b. Supreme Court interpretation — A decade after enactment of the FOIA, the Supreme Court examined Exemption 2 in Dep’t of the Air Force v. Rose, 425 U.S. 352 (1976).  A group of law students requested disclosure of case summaries of Honor Code Adjudications of the Air Force Academy; the Court held that the case summaries were not exempt under the Senate Report’s interpretation of the exemption.  In reaching its decision, the Court found persuasive that the case summaries did not constitute information of merely internal significance, information in which the public has no legitimate interest, or information the gathering of which would constitute an unreasonable burden on the agency.  See id. at 369-70.  In Rose’s wake, lower courts have found that Exemption 2 protects two distinct categories of information:  (a) internal matters of a relatively trivial nature – so trivial that it would be unreasonable to think that the they would interest the public; this category is referred to as “Low 2”; and (b) more substantial internal matters, the disclosure of which would risk circumvention of a legal requirement; this category is referred to as “High 2.”  Schiller v. NLRB, 964 F.2d 1205, 1207 (D.C. Cir. 1992).

c. Administrative markings on agency files -- The adoption by the Supreme Court of the Senate Report as the principal guide for construing Exemption 2 settled earlier conflict over the general thrust of the exemption.  Since Rose, the courts have generally held that administrative markings on agency files -- such as file numbers, initials, signatures, routing marks, computer codes, access numbers, storage, location, retrieval markings, and the like -- are exempt from disclosure as routine housekeeping matters in which the public could not be expected to have an interest.  Hale v. Dep’t of Justice, 973 F.2d 894, 902 (10th Cir. 1992); Wightman v. BATF, 755 F.2d 979, 982 (1st Cir. 1985); Founding Church of Scientology v. Smith, 721 F.2d 828, 830 (D.C. Cir. 1983).  These are paradigmatic “Low 2” materials.  Also within this category are routine personnel and administrative materials.  Schwanter v. Dep’t of the Air Force, 898 F.2d 793, 795 (D.C. Cir. 1990); Martin v. Lauer, 686 F.2d 24 (D.C. Cir. 1982). 

d. Agency staff and law enforcement manuals -- The Supreme Court in Rose did not entirely resolve the conflict between the House and Senate Reports over interpretations of Exemption 2.  The applicability of the exemption to agency staff manuals, the disclosure of which “may risk circumvention of agency regulation,” was explicitly left unresolved.  425 U.S. at 369.  A division of authority evolved in the courts over whether the second exemption authorized withholding of staff manuals where disclosure would risk circumventing agency regulation.

The District of Columbia Circuit in Crooker v. BATF, 670 F.2d 1051, 1056-57, 1073-74 (D.C. Cir. 1981), considered the issue en banc and concluded that staff manual material is exempt if:

i. it is “predominantly internal” in nature, and is not applicable to matters where there is a substantial public interest in disclosure; and

ii. disclosure “significantly risks circumvention of agency regulations or statutes.”

The same court subsequently, in a lengthy footnote in Founding Church of Scientology v. Smith, 721 F.2d at 830-31 n.4, laid down a proposed analysis to be generally applied in such cases:

First, the material withheld should fall within the terms of the statutory language as a personnel rule or internal practice of an agency . . . .  Then, if the material relates to trivial administrative matters of no genuine public interest, exemption would be automatic under the statute . . . .  If withholding frustrates legitimate public interest, however, the material should be released unless the government can show that disclosure would risk circumvention of lawful agency regulation.

The federal circuit courts were in conflict over whether Exemption 2 covers agency manuals even where disclosure would risk circumvention of the law.  Compare Jordan v. Dep’t of Justice, 591 F.2d 753 (D.C. Cir. 1978) (en banc) (risk of circumvention not controlling), with Crooker, supra; Voinche v. FBI, 940 F. Supp. 323, 328 (D.D.C. 1996); Inst. for Policy Studies v. Dep’t of the Air Force, 676 F. Supp. 3, 5 (D.D.C. 1987) (public interest in disclosure irrelevant if disclosure risks circumvention).  The 1986 amendments to the FOIA resolved this conflict by changing Exemption 7(E) to state that records or information compiled for law enforcement purposes would be exempt if release would disclose “techniques or procedures for law enforcement investigations or prosecutions or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expect to risk circumvention.”  Pub. L. No. 104-231, §7(E) (1996).  Now agency staff manuals that may or may not have been exempt under subsection (b)(2), depending on the jurisdiction prior to the amendment, are protected from disclosure under Exemption 7(E).  The documents must, however, meet the law enforcement threshold.

Although Crooker was initially applied only to sensitive law enforcement manuals, its rationale has been extended to civil service and regulatory matters.  Kaganove v. EPA, 856 F.2d 884, 889 (7th Cir. 1988); Dirksen v. HHS, 803 F.2d 1456, 1458 (9th Cir. 1986).  

3. Exemption 3:  Information specifically exempted from disclosure by statute.

Exemption 3 provides that the FOIA is not applicable to information “specifically exempted from disclosure by statute . . ., provided that such statute (A) requires that the matters be withheld from the public in such a manner as to leave no discretion on the issue, or (B) establishes particular criteria for withholding or refers to particular types of matters to be withheld.”  5 U.S.C. § 552(b)(3).

a. Legislative history -- As originally enacted in 1966, the third exemption applied only to matters “specifically exempted from disclosure by statute.”  In FAA v. Robertson, 422 U.S. 255 (1975), the Supreme Court held that Exemption 3 covered a pre-FOIA statute that gave the FAA broad discretion to withhold information from public disclosure whenever, in the agency’s judgment, disclosure was not required in the public interest and would adversely affect the interests of other persons.  Under this ruling, numerous statutes giving agencies broad discretion to withhold information whenever they found it desirable to do so would continue in force despite the enactment of FOIA.

In 1976 Congress overruled the Robertson decision by adding the provisos to Exemption 3.  Government in the Sunshine Act, P.L. 94-409, 90 Stat. 1241 (1976).  The purpose of the amendment was to insure that when an agency relies on a statute as authority to withhold information from the public, the standards for confidential treatment must come from the Congress and not from the agency itself.  Founding Church of Scientology v. NSA, 610 F.2d 824, 827 (D.C. Cir. 1979).

b. Elements of an Exemption 3 case:

i. Statutes requiring or authorizing withholding -- Under clause (A) of Exemption 3, records may be withheld if the agency is required by statute to maintain such information in confidence.  Two inquiries must be made:  It must be determined whether the statute in question is one requiring withholding in such a manner as to leave the agency no discretion on the issue, and it must be determined whether the records in issue are the types of information that the particular statute requires to be withheld.  One important, but yet unresolved, question is whether the government is entitled to deference in its interpretation of the purported nondisclosure statute in question.  Some courts have given deference to the government.  Church of Scientology Int’l v. Dep’t of Justice, 30 F.3d 224, 235 (1st Cir. 1994); Aronson v. IRS, 973 F.2d 962, 96 (1st Cir. 1992).  Other courts have rejected this approach.  A. Michael’s Piano, Inc. v. FTC, 18 F.3d 138, 143 (2d Cir. 1994).  

Section 10 of the Federal Insecticide, Fungicide and Rodenticide Act, 7 U.S.C. § 136 (1988), provides a useful illustration of a statute that directly and explicitly identifies information that must be withheld if it falls within a specified category.  It provides that the EPA administrator “shall not make public information which in his judgment contains or relates to trade secrets or commercial or financial information obtained from a person and privileged or confidential.”  Id.  Because the statute gives the administrator no discretion once he has made a determination that the information contains, for example, trade secrets, it would appear to fall within Exemption 3(A).  On the other hand, a statute requiring agency officials to withhold confidential export information except when withholding “is contrary to the national interest” does not satisfy 3(A).  Am. Jewish Cong. v. Kreps, 574 F.2d 624 (D.C. Cir. 1978).

ii. Statutes with particular criteria for withholding -- An example of an Exemption 3(B) statute, which establishes particular criteria for withholding, is the Patent Act, 35 U.S.C. § 122 (2000), providing that:

Applications for patents shall be kept in confidence by the Patent and Trademark Office and no information concerning the same given without authority of the applicant or owner or unless necessary to carry out the provisions of any Act of Congress or in such special circumstances as may be determined by the Commissioner.

Because this statute establishes particular criteria for withholding, it has been held to be within Exemption 3(B).  Irons v. Dann, 606 F.2d 1215 (D.C. Cir. 1979).  The same conclusion has been reached as to the Consumer Product Safety Act § 6(b)(1), 15 U.S.C. § 2051 (2000), et seq. Consumer Prod. Safety Comm’n v. GTE Sylvania, Inc., 447 U.S. 102 (1980).  Additional specific examples of covered statutes appear below in paragraph c.

iii. Statutes referring to particular types of matters to be withheld -- Where a statute specifically refers to particular documents and one such document is requested, the agency’s authority for withholding is clear.  Thus, because Section 6(f) of the Federal Trade Commission Act, 15 U.S.C. § 46(f) (2000), was found not to prohibit disclosure of material except “trade secrets and names of customers,” only records containing that precise kind of information were found to be exempt by that section.  Mobil Oil Corp. v. FTC, 406 F. Supp. 305, 310 (S.D.N.Y. 1976).

Where there is no express statutory reference to particular documents, courts must examine legislative history to ascertain what particular categories of documents, if any, Congress intended to have withheld.

c. Statutes found within Exemption 3 -- The following statutes have been held to fall within the purview of Exemption 3 or were enacted after 1976 to fall within that exemption:

i. National Security Act of 1947 and Central Intelligence Agency Act of 1949, 50 U.S.C. §§ 403(d)(3), 403(g) (2000).  CIA v. Sims, 471 U.S. 159, 167 (1985); Minier v. CIA, 88 F.3d 796, 801 (9th Cir. 1996):  Founding Church of Scientology v. NSA, 610 F.2d 824 (D.C. Cir. 1979).

ii. Census Act, 13 U.S.C. § 9(a)(1) (2000).  Seymour v. Barabba, 559 F.2d 806 (D.C. Cir. 1977).

iii. Fed. R. Crim. P. 6(e) (relating to grand jury secrecy).  Fund for Constitutional Gov’t v. Nat’l Archives & Records Serv., 656 F.2d 856 (D.C. Cir. 1981).  Rule 6(e), however, is not a per se Exemption 3 statute.  An agency must establish a nexus between the release of information and a revelation of a protected aspect of the grand jury investigation before the information is exempt.  Senate of Puerto Rico v. Dep’t of Justice, 823 F.2d 574 (D.C. Cir. 1987); Church of Scientology Int’l v. Dep’t of Justice, 30 F.3d 224, 235-36 (1st Cir. 1994).

iv. Tax Records, 26 U.S.C. § 6103 (2000).  Church of Scientology v. IRS, 484 U.S. 9, 15 (1987); Aronson  v. IRS, 973 F.2d 962, 964-65 (1th Cir. 1992).

v. 35 U.S.C. § 122 (2000) (patent applications).  Irons v. Dann, 606 F.2d 1215 (D.C. 
Cir. 1979).

vi. 15 U.S.C. § 2055(b)(1) (2000) (information submitted to the CPSC).  Consumer Prod. Safety Comm’n v. GTE Sylvania, Inc., 447 U.S. 102 (1980).

vii. 42 U.S.C. § 2000e-8(e) (2000) (affecting EEOC disclosures).  United Technologies Corp. v. Marshall, 464 F. Supp. 845 (D. Conn. 1979).

viii. 18 U.S.C. §§ 2510-20 (2000) (contents of electronic surveillance).  Providence Journal Co. v. FBI, 460 F. Supp. 762 (D.R.I. 1978), rev’d, 602 F.2d 1010 (1st Cir. 1979).

ix. Commodity Exchange Act § 8, 7 U.S.C. § 12 (2000) (CFTC investigatory material).  Hunt v. Commodity Futures Trading Comm’n, 484 F. Supp. 47 (D.D.C. 1979).

x. Immigration and Naturalization Act, 8 U.S.C. § 1202 (2000) (visa applications).  Medina-Hincapie v. Dep’t of State, 700 F.2d 737 (D.C. Cir. 1983).

xi. 49 U.S.C. § 1504 (relating to international aviation negotiations).  British Airports Auth. v. Dep’t of State, 530 F. Supp. 46 (D.D.C. 1981).

xii. Atomic Energy Act § 147, 42 U.S.C. § 2167(a), (d) (2000) (nuclear fuel transportation).  Va. Sunshine Alliance v. NRC, 509 F. Supp. 863 (D.D.C.), aff’d, 669 F.2d 788 (D.C. Cir. 1981).

xiii. 18 U.S.C. § 4208(b) (certain Parole Commission information).  Berry v. Dep’t of Justice, 733 F.2d 1343 (9th Cir. 1984).

xiv. Railroad Unemployment Insurance Act § 12(d), 45 U.S.C. § 362(d) (2000) (information revealing an employee’s identity).  Ass’n of Retired R.R. Workers v. R.R. Ret. Bd., 830 F.2d 331 (D.C. Cir. 1987).

xv. CIA Information Act, Pub. L. No. 98-477, 98 Stat. 2009 (1984) (prior to amendment 5 U.S.C. § 431 (2000)) (certain CIA operational files).

xvi. Tariff Act § 777, 19 U.S.C. § 1677(f) (2000) (data obtained in antidumping and countervailing duty investigation).  Mudge, Rose, Guthrie, Alexander & Ferdon v. Int’l Trade Comm’n, 846 F.2d 1527 (D.C. Cir. 1988).

xvii. 39 U.S.C. § 410(c)(2) (2000) (postal service commercial information).  Nat’l W. Life Ins. Co. v. United States, 512 F. Supp. 454 (N.D. Tex. 1980).

d. Statutes not covered by Exemption 3 -- The following statutes have been found to fail to qualify as Exemption 3 statutes:

i. 50 U.S.C. § 2406(c) (2000) (certain information obtained under Export Administration Act).  Green v. Dep’t of Commerce, 618 F.2d 836 (D.C. Cir. 1980).

ii. 42 U.S.C. § 1320c-15 (2000) (relating to professional standards review organizations).  Pub. Citizen Health Research Group v. Dep’t of HEW, 477 F. Supp. 595 (D.D.C. 1979), rev’d on other grounds, 668 F.2d 537 (D.C. Cir. 1981).

iii. 39 U.S.C. § 410(c)(6) (2000) (Postal Service investigatory files).  Church of Scientology v. Postal Service, 633 F.2d 1327 (9th Cir. 1980).

iv. 38 U.S.C. § 3305 (2000) (certain VA records).  Schulte v. Veterans Admin., No. 82-600-CIV-NCR (S.D. Fla. Aug. 25, 1982).

v. 22 U.S.C. § 2671(2000) and 31 U.S.C. § 107 (2000) (relating to certain State Department expenditures).  Washington Post Co. v. Dep’t of State, 685 F.2d 698 (D.C. Cir. 1982), judgment vacated, 464 U.S. 979 (1983).

vi. 21 U.S.C. § 360(h) (2000) (medical device safety data).  Pub. Citizen Health Research Group v. FDA, 704 F.2d 1280 (D.C. Cir. 1983).

vii. 42 U.S.C. § 1306 (2000) (certain Social Security records).  Fla. Medical Ass’n, Inc. v. Dep’t of HEW, 479 F. Supp. 1291 (M.D. Fla. 1979).

viii. Fed. R. Civ. P. 26(c) (authorizing protective orders.)  Founding Church of Scientology v. Bell, 603 F.2d 945 (D.C. Cir. 1979).

ix. Rail Passenger Services Act § 12, 45 U.S.C. § 601(b)(2) (2000) (Amtrak corporate materials).  Aug v. Nat’l R.R. Passenger Corp., 425 F. Supp. 946 (D.D.C. 1976).

x. Agricultural Marketing Agreement Act, 7 U.S.C. § 608 (2000) (list of orange growers).  Ivanhoe Citrus Ass’n v. Handley, 612 F. Supp. 1560 (D.D.C. 1985).

xi. Copyright Act, 17 U.S.C. § 701 (2000).  St. Pauls Benevolent Educ. & Miss. Inst. v. United States, 506 F. Supp. 822, 830 (N.D. Ga. 1980).

xii. Parole Act, 18 U.S.C. § 408(c) (2000), and Fed. R. Crim. P. 32(c)(3) (governing preparation of presentence reports).  Dep’t of Justice v. Julian, 486 U.S. 1 (1988).

e. “Technical data with military or space application” -- As part of the 1983 Defense Department Authorization Act, Congress authorized the Secretary of Defense to withhold “technical data with military or space application” in DOD’s possession “if such data may not be exported lawfully outside” the U.S. without an export license (subject to certain exceptions).  Defense Dep’t Authorization Act, 10 U.S.C. § 140c (2000).  This authority was implemented by “Withholding of Unclassified Technical Data from Public Disclosure,” DOD Directive § 230.25 (Nov. 6, 1984);  “Distribution Statements on Technical Documents,” DOD Directive § 230.24 (Nov. 20, 1984); and DOD Form 2345.

f. Trade secret material. – An important issue under Exemption 3 is whether the Trade Secrets Act, 18 U.S.C. § 1905 (2000), qualifies under Exemption 3.  The Supreme Court declined to resolve the question in Chrysler Corp. v. Brown, 441 U.S. 281, 319 n.49 (1979).  Most courts to consider the question have held that it is not.  Anderson v. HHS, 907 F.2d 936, 949 (10th Cir. 1990) (“the broad and ill-defined wording of §1905 fails to meet either of the requirements of Exemption 3”); Acumenics Research and Tech. v. Dep’t of Justice, 843 F.2d 800, 805 n.6 (4th Cir. 1988).  The most comprehensive opinion to address the issue is the D.C. Circuit’s decision in CNA Fin. Corp. v. Donovan, 830 F.2d 1132, 1137-43 (D.C. Cir. 1987), which also concluded that § 1905 does not meet the strict standards of Exemption 3.

4. Exemption 4:  Trade secrets and confidential commercial information.

Under Exemption 4, agencies may withhold matters that are “trade secrets and commercial or financial information obtained from a person and privileged or confidential.”  5 U.S.C. § 552(b)(4).  

Despite conflicting early decisions construing the exemption, it is now well established that Exemption 4 applies to (1) trade secrets, and (2) information that is (a) commercial or financial, and (b) obtained from a person, and (c) privileged or confidential.  Nat’l Parks & Conservation Ass’n v. Morton, 498 F.2d 765, 766 (D.C. Cir. 1975).  The exemption is intended to serve the interests of the government in efficient operation and that of submitters in maintaining confidentiality of information provided to the government.  See id. at 767.

a. Legislative history -- The legislative history of Exemption 4 is unilluminating.  The language explaining the exemption in the House and Senate Reports is broadly worded, but appears to have been carried over from earlier reports on language that varied from that which Congress enacted.  For example, the Senate Report states

This exemption is necessary to protect the confidentiality of information which is obtained by the government through questionnaires or other inquiries, but which would customarily not be released to the public by the person from whom it was obtained.

S. Rep. No. 89-813, at 9 (1965); see H.R. Rep. No. 89-1497, at 10 (1966).

b. Meaning of “trade secrets” -- Courts have not reached any uniform understanding of the term “trade secret” as used in the FOIA.

i. One definition has been adapted from United States ex rel. Norwegian Nitrogen Prods. Co. v. Tariff Comm’n, 6 F.2d 491, 495 (D.C. Cir. 1925), vacated as moot, 274 U.S. 106 (1927).  Under this approach, a trade secret is an “unpatented, secret, commercially valuable plan, appliance, formula, or process, which is used for the making, preparing, compounding, treating, or processing of articles or materials which are trade commodities.”  This narrower view was adopted by the D.C. Circuit in Pub. Citizen Health Research Group v. FDA, 704 F.2d 1280 (D.C. Cir. 1983), and by the Tenth Circuit in Anderson v. HHS, 907 F.2d 936, 944 (10th Cir. 1990); accord, Burnside-Ott Aviation Training Ctr., Inc. v. United States, 617 F. Supp. 279, 285 (S.D. Fla. 1985).

Courts employing the stricter definition of trade secrets, not surprisingly, have generally found it not to cover information in dispute.  Contested information in these cases include:  costs of production (Norwegian Nitrogen, 6 F.2d at 491.); information concerning suppliers’ capacity, pricing policy, and names and requirements of customers (Central Specialties Co. v. Schaefer, 318 F. Supp. 855 (N.D. Ill. 1979)); data on profits and costs, names of persons known to be customers in the industry, and production techniques employing generally available technology (Cudahy Co. v. Am. Labs., Inc., 313 F. Supp. 1339 (D. Neb. 1970)); production, shipment, pricing, customer, and marketing data, some of which may be available from other sources (Martin Marietta Corp. v. FTC, 475 F. Supp. 338 (D.D.C. 1979)); and certain health and safety data (Pub. Citizen Health Research Group, 704 F.2d at 1280).

ii. A different approach has been adopted by other circuits, e.g., Union Oil Co. v. FPC, 542 F.2d 1036 (9th Cir. 1976), involving adoption of a definition based on the 1938 Restatement of Torts.  The Restatement proposes:

A trade secret may consist of any formula, pattern, device or compilation of information which is used in one’s business and which gives him an opportunity to obtain an advantage over competitors who do not know or use it.

Even after the Public Citizen Health Research Group case rejected the Restatement approach, the Supreme Court in Ruckelshaus v. Monsanto Co., 467 U.S. 986 (1984), relied on the Restatement definition for use under the Federal Insecticide, Fungicide and Rodenticide Act.  This may undermine the vitality of the D.C. Circuit’s ruling.

Cases relying on the Restatement definition of trade secrets plainly afford greater protection to business information.  Under these cases, trade secret status has been accorded to:  mineral and natural gas reserve data (Union Oil Co. v. FPC, 542 F.2d 1036 (9th Cir. 1976)), and certain safety and efficacy test data (Pressure Science, Inc. v. Kramer, 413 F. Supp. 618 (D. Conn. 1976)).

Even under this more liberal test, data escaping trade secret protection include:  certain manufacturing processes (Chevron Chemical Co. v. Costle, 641 F.2d 104 (3d Cir. 1981)); noncommercial scientists’ research protocols (Washington Research Project, Inc. v. HEW, 504 F.2d 238 (D.C. Cir. 1974)); computer tapes and printouts of infant feeding survey data (St. Paul’s Benevolent Educ. & Missionary Inst. v. United States, 506 F. Supp. 822 (N.D. Ga. 1980)); PSRO evaluations of routine medical services (Pub. Citizen Health Research Group v. HEW, 477 F. Supp. 595 (D.D.C. 1979), rev’d on other grounds, 668 F.2d 537 (D.C. Cir. 1981)); and product ingredients (Carson Prods. Co. v. Califano, 594 F.2d 453 (5th Cir. 1979)).

c. Commercial or financial (non-trade secret) information — Early Exemption 4 cases examining the meaning of “commercial or financial information obtained from a person and privileged or confidential” looked only to whether there had been a promise or expectation of confidentiality.  However, courts have now uniformly held that non-trade secret information, to qualify for protection under Exemption 4, must satisfy three tests:  it must be (1) commercial or financial, (2) obtained from a person, and (3) privileged or confidential.

i. “Commercial or financial” -- While ordinarily the two terms are used together, clearly information that is financial may be protected under Exemption 4 even if it is not commercial.  Washington Post Co. v. Dep’t of HHS, 690 F.2d 252 (D.C. Cir. 1982).

(a) Financial information provided by government consultants has been held to come under Exemption 4 even though it was not commercial in nature.  See id.
(b) Additionally, financial information may be protected under the fourth exemption even if it relates to the affairs of someone other than the submitter of the information.  Bd. of Trade v. CFTC, 627 F.2d 392 (D.C. Cir. 1980).

(c) One leading case construing the term “commercial” concluded that “a non-commercial scientist’s research design is not literally a trade secret or item of commercial information, for it defies common sense to pretend that the scientist is engaged in trade or commerce.”  Washington Research Project, Inc. v. HEW, 504 F.2d 238, 244 (D.C. Cir. 1974), cert. denied, 421 U.S. 963 (1975).  The D.C. Circuit later stated that an organization’s nonprofit status is not determinative of the character of the documents; the information may still be commercial even if the provider’s interest in gathering the information is noncommercial.  Critical Mass Energy Project v. NRC, 830 F.2d 278 (D.C. Cir. 1987).  Other courts have concluded that the existence of competition is not a prerequisite of commerciality.  Am. Airlines, Inc. v. Nat’l Mediation Bd., 588 F.2d 863 (2d Cir. 1978).

(d) Documents generated during an unsuccessful attempt to settle a suit were found to be “commercial” where the documents, containing accounting and other internal proceedings, were given in confidence during settlement negotiations.  M/A-Comm Info. Systems, Inc. v. Dep’t of HHS, 656 F. Supp. 691 (D.D.C. 1986).

(e) In contrast, information regarding the nature and frequency of in-flight medical emergencies sought from the Federal Aviation Administration was held “noncommercial” because medical emergencies – even if occurring on commercial airplanes – “do not naturally flow from commercial flight operations.”  In short, “not every type of information provided to the government by an entity engaged in commerce” is “commercial.”  Chicago Tribune Co. v. FAA, No. 97 C 2363, 1998 WL 242611, at *3 (N.D. Ill. May 7, 1998).

(f) There appears to be a conflict over whether certain labor relations data are “commercial or financial.”  Compare Am. Airlines, Inc. v. Nat’l Mediation Bd., 588 F.2d 863 (2d Cir. 1978), with Comm. on Masonic Homes v. NLRB, 556 F.2d 214 (3d Cir. 1977).

ii. “Obtained from a person” — Although there has been occasional dictum to the contrary, most courts have concluded that if information was generated within the government it cannot be covered by Exemption 4.  Grumman Aircraft Engineering Corp. v. Renegotiation Bd., 425 F.2d 578 (D.C. Cir. 1970), rev’d on other grounds, 421 U.S. 168 (1975).  (However, Exemption 5 may apply.)

(a) The term “person,” as used in the exemption, incorporates the APA definition in 5 U.S.C. § 551(2) and includes an individual, corporation, partnership, cooperative, or other association.  Gulf & W. Indus., Inc. v. United States, 615 F.2d 527 (D.C. Cir. 1979).

(b) Information “obtained from a person” maintains its Exemption 4 status even if incorporated into an agency document, so long as the identity of the submitter remains discernible.  Id.
iii. “Privileged” — Courts frequently refer jointly to “privileged and confidential,” so few cases have focused on what information is to be considered “privileged” under the fourth exemption.  

(a) Courts have found that the following may be privileged under Exemption 4:  information relating to work done by lawyers for Indian tribes (Indian Law Resource Center v. Dep’t of Interior, 477 F. Supp. 144 (D.D.C. 1979), appeal vacated as moot, No. 79-2254 (D.C. Cir. July 3, 1980)) and other types of attorney-client information shared with an agency without waiver of the privilege (McDonnell Douglas Corp. v. EEOC, 922 F. Supp. 235 (E.D. Mo. 1996), appeal dismissed, No. 96-2662 (8th Cir. Aug. 29, 1996)); certain information held by the Federal Mediation and Conciliation Service (Pipefitters Local 208 v. Contractors Ass’n, 104 L.R.R.M. 3036 (D. Colo. 1980)); a lawyer’s memorandum to his commercial client made available to the government to assist in litigation decision-making (Miller v. Dep’t of Energy, 499 F. Supp. 767 (D. Or. 1980)); settlement negotiation documents (M/A-COM Info. Sys. v. HHS, 656 F. Supp. 691 (D.D.C. 1986) (documents not specifically characterized as “privileged”)); and documents subject to the “critical self-evaluative privilege” (Washington Post. Co. v Dep’t of Justice, No. 84-3581, 1987 U.S. Dist. LEXIS 14936 (D.D.C. Sept. 25, 1987) (magistrate’s recommendation), adopted, No. 84-3581 (D.D.C. Dec. 15, 1987), rev’d in part on other grounds & remanded, 863 F.2d 96 (D.C. Cir. 1988)).

(b) A potentially important privilege under Exemption 4 is the “required reports” or “official information” privilege designed to support “the governmental interest in protecting the flow of information concerning the subject of the report in question,” Ass’n for Women in Science v. Califano, 566 F.2d 339 (D.C. Cir. 1977), and “the governmental requirements which foster candid reflection and internal evaluations,” Sanday v. Carnegie-Mellon Univ., 12 F.E.P. Cas. (BNA) 101, 1975 WL 294 (W.D. Pa. 1975).

iv. “Confidential” — Early cases construing the fourth exemption focused on whether the government had made a promise of confidentiality to the submitting party, see GSA v. Benson, 415 F.2d 878 (9th Cir. 1969), or whether the information was customarily kept confidential by the submitter, see Sterling Drug, Inc. v. FTC, 450 F.2d 698 (D.C. Cir. 1971); Grumman Aircraft Engineering Corp. v. Renegotiation Bd., 425 F.2d 578 (D.C. Cir. 1970), rev’d on other grounds, 421 U.S. 168 (1975).  The D.C. Circuit in 1974, however, adopted a test for determining confidentiality that has since been uniformly followed.

In Nat’l Parks & Conservation Ass’n. v. Morton, 498 F.2d 765 (D.C. Cir. 1974) (National Parks I), disclosure was sought for financial information submitted to the National Park Service by companies operating concessions in the parks.  The D.C. Circuit held that information is confidential under Exemption 4 if, in addition to being the type of information not customarily released, the disclosure is likely

(1)  to impair the Government’s ability to obtain necessary information in the future; or (2) to cause substantial harm to the competitive position of the person from whom the information was obtained.

Nat’l Parks I, 498 F.2d at 770.  The two-pronged test under National Parks I is to be applied disjunctively:  Non-trade secret information must be judged under either the government-impairment test or the competitive-harm test to qualify for protection under Exemption 4, although the Critical Mass case, discussed below, applied National Parks only where the information was required to be submitted to the government; voluntarily submitted information is subject to a different standard.

(a) Government-impairment test — Some courts have taken the position that wherever the government has the power to compel submission of the data in issue, disclosure could not possibly adversely affect the government’s ability to obtain the information again in the future.  See Save the Dolphins v. Dep’t of Commerce, 404 F. Supp. 407, 413 (N.D. Cal. 1975).  Another court applied the rule as a rebuttable presumption:  where submission is compelled, there is a rebuttable presumption of no impairment.  Stewart v. Customs Serv., No. 79-2094, 1981 U.S. Dist. LEXIS 18394 (D.D.C. 1981).  One court took this principle to its extreme, concluding that even voluntary submission by a government contractor of certain reports “appears effectively mandatory” because contractors would be unwilling to risk billions of dollars of lucrative contracts by withholding information.  Budhwar v. Dep’t of the Air Force, 615 F. Supp. 698 (D.D.C. 1985).

On the other end, courts have found that disclosure of information voluntarily submitted to the government would inevitably impair the government’s ability to obtain such voluntary submissions in the future.  Bd. of Trade v. CFTC, 627 F.2d 392, 404 (D.C. Cir. 1980).

Some courts have adopted a more pragmatic view that rejects the two extremes and concludes that a statutory obligation to provide the government with information “is only a factor for the Court to consider in determining whether or not disclosure will impair the Government’s ability to gather the data.”  Green v. Dep’t of Commerce, 468 F. Supp. 691, 693 (D.D.C. 1979).  Another factor is whether the government is likely to receive the same quality and quantity of information if disclosure were required.  Orion Research, Inc. v. EPA, 615 F.2d 551, 554 (1st Cir.), cert. denied, 449 U.S. 833 (1980).  Where lucrative government contracting is implicated, courts lean toward finding that disclosure would make it unlikely that the agency’s ability to obtain disputed information in the future would be impaired.  Martin Marietta Corp. v. Dalton, 974 F. Supp. 37, 40 (D.D.C. 1997) (contractors “will continue bidding for contracts despite the risk of revealing business secrets if the price is right”).  An agency should be given the opportunity to demonstrate that even though it could compel the production of information, disclosure would impair the factual base or analytical quality of the information in the future.  Critical Mass Energy Project v. NRC, 830 F.2d 278 (D.C. Cir. 1987).

Another issue is the extent or degree of impairment to the government.  As one court put it, “the question must be whether the impairment is significant enough to justify withholding the information.”  Washington Post Co. v. Dep’t of HHS, 690 F.2d 252, 269 (D.C. Cir. 1982).

Most courts examine the government-impairment issue in terms of the impairment of the government’s interest in obtaining information in the future.  Another question also addressed in a few decisions is whether disclosure might impair the effectiveness or efficiency of some government program.  See 9 to 5 Org. for Women Office Workers v. Bd. of Governors of Federal Reserve System, 721 F.2d 1 (1st Cir. 1983); Washington Post Co., 690 F.2d 252.  (Defense Department regulations have also incorporated this third test -- whether disclosure of Exemption 4 records would “impair some other legitimate government interest” -- in its guide to applying Exemption 4.  32 C.F.R. § 286.31(a)(4) (2000).)

The extent of application of the “program effectiveness” or “efficient operation” formulation of a government-impairment test has yet to be fully explored in the courts.  The First Circuit’s reasoning was found, however, to be persuasive by the D.C. Circuit in Critical Mass, supra.  In addition, one court, using the 9-5 analysis, found harm to the government where the disclosure of names of bond purchasers would have impaired its ability to keep a promise of confidentiality to the purchasers.  Clarke v. Dep’t of Treasury, Civ. No. 84-1873, slip. op. at 3 (E.D. Pa. Jan. 28, 1986).

(b) Competitive-harm test — The second prong of the National Parks test for determining whether information is “confidential” under the fourth exemption involves an inquiry into whether disclosure of the information is likely “to cause substantial harm to the competitive position of the person from whom the information was obtained.”  National Parks I, 498 F.2d at 770.

The D.C. Circuit has clarified application of this test by concluding that the party arguing against disclosure does not have to show actual competitive harm, but only (1) that the information is of a character that is not usually made available to competitors; (2) that competition actually exists; and (3) that disclosure presents a reasonable likelihood of substantial competitive harm.  Gulf & Western Indus., Inc. v. United States, 615 F.2d 527, 530 (D.C. Cir. 1979).  It remains the burden of the party invoking Exemption 4 to show with “sufficiently specific” evidence that disclosure is likely to cause substantial competitive harm, but there is no need to conduct a sophisticated economic analysis of the likely effects of disclosure.  Pub. Citizen Health Reserach Group v. FDA, 185 F.3d 898 (D.C. Cir. 1999).

The requirement of a showing of actual competition has been criticized and would appear to deny protection to such submitters as monopolists (see National Parks I, 498 F.2d at 770.); nonprofit organizations (Washington Research Project, Inc. v. Dep’t of HEW, 504 F.2d 238 (D.C. Cir. 1974)); labor unions (Am. Airlines, Inc. v. Nat’l Mediation Bd., 588 F.2d 863 (2d Cir. 1978)); and Indian tribes (Indian Law Res. Ctr. v. Dep’t of Interior, 477 F. Supp. 144 (D.D.C. 1979), appeal vacated as moot, Civ. No. 79-2254 (D.C. Cir. July 3, 1980)). 

For the most part, courts have read the competition requirement flexibly.  Nonetheless, there has been little predictability concerning application of the competitive-harm test.  Factors used by courts in determining likelihood of substantial competitive injury include the extent and nature of competition, the usefulness of the information, age of the information, availability of information form other sources, and confidentiality practices of the submitter. 

(c) Voluntarily submitted, “customarily confidential” information — In Critical Mass Energy Project v. Nuclear Regulatory Comm’n, 975 F.2d 871, 879 (D.C. Cir. 1992) (en banc), the D.C. Circuit came under strong importuning from both submitters and amici to reconsider the narrow rule of National Parks as the controlling authority for protecting confidential commercial information under exemption 4.  Rather than overturning National Parks, the majority of the court sitting en banc confined the National Parks test to information “required” to be submitted.  Id.  As to “voluntarily submitted” information, the court applied the pre-National Parks test once more:  if the information would be kept “customarily confidential” by the submitter, then it may not be disclosed by the government.  Id.  In McDonnell Douglas Corp. v. NASA, 180 F.3d 303, 306 (D.C. Cir. 1999), the D.C. Circuit rejected a bid for an en banc hearing for the purpose of overruling National Parks, despite the court’s criticism of the government’s apparent reluctance to abide by the restrictions placed on the scope of National Parks by Critical Mass.

Critical Mass has not yet been widely adopted by district courts in other circuits.  See, e.g., Ctr. for Auto Safety v. NHTSA, 93 F. Supp. 2d 1 (D.C. Cir. 2000);  Comdisco, Inc. v. GSA, 864 F. Supp. 510, 517-19 (E.D. Va. 1994).

d. Reverse-engineering -- The D.C. Circuit in Worthington Compressors, Inc. v. Costle, 662 F.2d 45 (D.C. Cir. 1981), held that the feasibility of reverse engineering does not automatically defeat an exemption 4 confidentiality claim.  Where reverse engineering is feasible, the court directed inquiry into (1) the commercial value of the information and (2) the cost of acquiring it through reverse engineering.  Withholding will be upheld if reverse engineering is “so expensive or arcane as to be impracticable.”  Id. 

e. “Mosaic” approach to protecting information – Some courts have afforded protection to information that would not, through disclosure, in and of itself cause substantial competitive harm, but that would be harmful when combined with other information known to the requester.  This so-called “mosaic” protection has been recognized by various district courts.  E.g., Timken Co. v. Customs Serv., 491 F. Supp. 557 (D.D.C. 1980);  Trans-Pacific Policing Agreement v. Customs Serv., No. 97-2188, 1998 U.S. Dist. LEXIS 7800, at *10-11 (D.D.C. May 14, 1998), reversed and remanded, 117 F. 3d 1022 (D.C. Cir. 1999.)

f. Discretionary release of confidential commercial information -- As noted in a previous section, FOIA is exclusively a disclosure statute, and therefore its exemptions do not bar disclosure by the agency of covered information.  Thus, if only the FOIA were considered, agencies would remain free to exercise discretion to disclose certain financial data, trade secrets, or commercial information.  

(a) There are, however, a number of statutes and regulations prohibiting agency disclosure of trade secrets and business data.  E.g., 7 U.S.C. § 136H(b) (2000) (pesticide trade secrets held by EPA); 21 U.S.C. § 360(c) (2000) (medical device trade secrets held by HHS); 48 CFR § 515 1070 (1999) (offerers identity or pricing data held by HHS before the award); 32 CFR § 286.13(a)(4) (2000) (DOD lists examples of covered records).

(b) The most far-reaching statute is the Trade Secrets Act, 18 U.S.C. § 1905 (2000), which makes it a federal crime for an employee of the government to disclose, “to any extent not authorized by law,” information that “concerns or relates to the trade secrets, processes, operations, style of work, or apparatus, or to . . . confidential statistical data.”

The Supreme Court in Chrysler Corp. v. Brown, 441 U.S. 281 (1979), examined the relationship between FOIA and the Trade Secrets Act.  The Court concluded that if disclosure of information covered by the Trade Secrets Act had not been authorized by any law other than  FOIA, then the Trade Secrets Act places a substantive limit on the agency’s ability to disclose covered information.  Authorization for disclosure can be embodied in substantive agency regulations adopted pursuant to a congressional grant of authority other than the FOIA, according to the Court.  

The D.C. Circuit has explicitly stated that the scope of the Trade Secrets Act is at “least co-extensive with that of Exemption 4 of FOIA, and that, in the absence of a regulation effective to authorize disclosure, the Act prohibits” release of information “that falls within the Exemption 4.”  CNA Financial Corp. v. Donovan, 830 F.2d 1132 (D.C. Cir. 1987).

5. Exemption 5:  Internal agency memoranda or letters.

Exemption 5 shields from mandatory disclosure “inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the agency.”  5 U.S.C. § 552(b)(5).  Because the text of Exemption 5 is far from a model of clarity, the courts have said that its language provides only a “rough guide” to what the exemption protects, Coastal States Gas Corp. v. Dep’t of Energy, 617 F.2d 854, 858 n.2 (D.C. Cir. 1980), and a high judicial gloss has been placed on the meaning of the exemption.  

There is no dispute, however, that the exemption has two basic purposes:  the first is to promote full, frank, and candid policy making debate within the agencies to enhance decision-making of government; the second is to prevent premature disclosure of developing agency actions and policies. 

a. Legislative history — While the actual scope of the fifth exemption remains murky in its legislative history, the exemption was clearly intended to incorporate the government’s common law privilege from discovery in litigation.  H.R. Rep. No. 89-1497, at 10 (1966); S. Rep. No. 89-813 (1965).  

b. Types of communications covered — Although there was initially some uncertainty over whether Exemption 5 incorporated all discovery privileges, Fed. Open Market Comm. v. Merrill, 443 U.S. 340, 354 (1979), the Court has made it clear that the Exemption is not limited to those privileges specifically mentioned in the legislative history.  The D.C. Circuit has concluded that Exemption 5 “unequivocally” includes “all civil discovery rules.”  Martin v. Office of Special Counsel, 819 F.2d 1181, 1185 (D.C. Cir. 1987).   

Moreover, although Exemption 5 refers specifically to inter- and intra-agency memoranda or letters, courts have extended the reach of the exemption to include documents prepared and transmitted to an agency by outside consultants who occupy the same position in the decision-making process as a government employee.  As observed by the court in Ryan v. Dep’t of Justice, 617 F.2d 781, 789-90 (D.C. Cir. 1980):  “The exemption was created to protect the deliberative process of the government, by ensuring that persons in an advisory role would be able to express their opinions freely to agency decision-makers without fear of publicity.”  Dow Jones & Co. v. Dep’t of Justice, 917 F.2d 571, 575 (D.C. Cir. 1990).

In Dep’t of the Interior v. Klamath Water Users Protective Ass’n, 532 U.S. ____ (2001), 69 U.S.L.W. 4166 (March 5, 2001), the Court rejected the government’s argument that Exemption 5 covered communications between the Department of Interior and the Klamath and other Indian tribes relating to disputed water rights.  Referring to court of appeals decisions holding that records submitted to the government by “consultants” retained to advise the government could qualify as “intra-agency or inter-agency” communications within the scope of Exemption 5, the Court held, assuming (but not deciding) the validity of the consultant cases, that the communications with the tribes could not qualify, since the tribes were asserting their own interests, and not the Department’s.  The Court also rejected the government’s claim that compelled release of the documents would impair its trust relationship with the tribe on the ground that there is no support for such an Exemption in the text of Exemption 5, or indeed anywhere else in FOIA.

Prior to Klamath Water Users, the courts had applied a “functional” test to see whether agencies, in the exercise of their duties, have “a special need” for the assistance of outside advisors and consultants; if so, such advice can play “an integral function” in government decision-making, and it is therefore protected by Exemption 5.  Pub. Citizen, Inc. v. Dep’t of Justice, 111 F.3d 168, 170-72 (D.C. Cir. 1997); Formaldehyde Inst. v. HHS, 889 F.2d 1118, 1123-24 (D.C. Cir. 1989); Lead Indus. Ass’n v. OSHA, 611 F. 2d 70, 83 (2d Cir. 1979); but see Thurner Heat Treating Corp. v. NLRB, 839 F.2d 1256, 1259 (7th Cir. 1988).  Klamath Water Users acknowledges this line of authority and endorses the idea that where “the consultant does not represent an interest of its own, or the interest of any other client . . . [and its] only obligations are to the truth and its sense of what good judgment calls for,” a consultant is acting “just as a [government] employee would be expected to do,” and hence Exemption 5 should apply.

Klamath Water Users also casts doubt on whether the Court would be receptive to the government’s claim that documents shared with litigation adversaries in settlement efforts are “intra-agency or inter-agency” communications shielded from disclosure by Exemption 5.  Although the government uniformly has claimed protection against disclosure, the great weight of authority runs against the government’s claim.  County of Madison v. Dep’t of Justice, 641 F.2d 1036, 1042 (1st Cir. 1981); Butta-Brinkman v. FCA Int’l, 164 F.R.D. 475, 477 (N.D. Ill. 1995); NAACP Legal Defense & Educ. Fund v. Dep’t of Justice, 612 F. Supp. 1143, 1145-46 (D.D.C. 1985); Ctr. for Auto Safety v. Dep’t of Justice, 576 F. Supp. 739, 747-49 (D.D.C. 1983).

The following privileges have been held to be within the purview of Exemption 5:

i. Executive or deliberative process privilege.

The first major evidentiary privilege applicable under Exemption 5 is the privilege attaching to communications that are part of a deliberative process preceding the adoption and promulgation of an agency policy.  Wolfe v. Dep’t of HHS, 839 F.2d 768, 775 (D.C. Cir. 1988)(en banc);  Jordan v. Dep’t of Justice, 591 F.2d 753, 772 (D.C. Cir. 1978) (en banc).  To qualify for nondisclosure under this privilege, a document must be a direct part of the deliberative process in that it makes recommendations or expresses opinions on legal or policy matters.  Vaughn v. Rosen, 523 F.2d 1136 (D.C. Cir. 1975).  In Wolfe, the D.C. Circuit ruled that even the mere status of a decision within the Department may be protectible if disclosure might prematurely reveal the recommended outcome of the consultative process.  The court ruled that this broad approach to Exemption 5 is in keeping with the Exemption’s purpose  to encourage open, frank discussions on policy matters; to protect against premature disclosure of policies; and to protect against public confusion by disclosure of reasons and rationales that were not in fact utilized as the basis of agency action.  Wolfe, 839 F.2d at 775;  Coastal States Gas Corp. v. Dep’t of Energy, 617 F.2d 854, 866 (D.C. Cir. 1980).  And the Supreme Court in Fed. Open Market Comm. v. Merrill, 443 U.S. 340, 360 (1979), emphasized that the predecisional character of a record is not altered by the fact that the agency has made a final decision.  As the D.C. Circuit put it in Mapother v. Dep’t of Justice, 3 F.3d 1533, 1537 (D.C. Cir. 1993), the “deliberative process privilege protects materials that are both predecisional and deliberative,” regardless whether a final decision has been reached.

In construing this “executive” privilege, courts have distinguished between factual and deliberative materials, and between pre-decisional and post-decisional documents.

(a) While deliberative materials, opinions, recommendations, and the like are generally covered by the deliberative process privilege, Jordan, 591 F.2d at 772, purely factual materials are generally not exempt under this privilege.  EPA v. Mink, 410 U.S. 73, 87-88 (1973).  Nonexempt factual information held not to be covered include:  scientific and technical data (Verrazzano Trading Corp. v. United States, 349 F. Supp. 1401 (Cust. Ct. 1972)); test scores of products evaluated by an agency (Consumers Union of the United States, Inc. v. Veterans Admin., 301 F. Supp. 796 (S.D.N.Y. 1969)); reports comparing property bids with property market value (Gen. Servs. Admin. v. Benson, 415 F.2d 878 (9th Cir. 1969); Dworman Building Corp. v. General Services Admin., 468 F. Supp. 389 (S.D.N.Y. 1979)); OSHA training manuals (Stokes v. Brennan, 476 F.2d 699, 703-04 (5th Cir. 1973)); verbatim written statements of witnesses to testify in unfair labor practices proceeding Thurner Heat Treating Corp. v. NLRB, 839 F.2d 1256 (7th Cir. 1988); Van Bourg, Allen, Weinberg & Roger v. NLRB, 7751 F.2d 982 (9th Cir. 1985)); photographic exhibits (Joseph Horne Co. v. NLRB, 455 F. Supp. 1383, 1387-88 (W.D. Pa. 1978)); and statistical data submitted by NLRB agent to Regional Director (Pacific Molasses Co. v. NLRB, 577 F.2d 1172 (5th Cir. 1978)).

In some cases, however, factual materials may be exempt where the very selection of facts reveals the agency’s deliberations. Mapother, 3 F.3d 1533; Montrose Chemical Corp. v. Train, 491 F.2d 63 (D.C. Cir. 1974).  In one case, the court held that disclosure of a regulatory agenda, indicating dates on which regulatory proposals were sent between agencies, would reveal the ongoing, decision making process itself sufficient to support an Exemption 5 claim.  Wolfe, 839 F.2d 768.  This focus on “deliberative processes” versus “deliberative materials” led the Ninth Circuit to adopt a functional test for applying Exemption 5; the court observed that “opinions on facts and the consequences of those facts form the grist for the policy makers’ mill.” Nat’l Wildlife Fed’n v. Forest Serv, 861 F.2d 1114 (9th Cir. 1988). Thus the court held that factual materials will be exempt from disclosure “to the extent that they reveal the mental processes of decision makers.” Id. 

If a document contains both deliberative and factual material, courts are supposed to order disclosure of the segregable factual portions of the document.  EPA v. Mink, 410 U.S. 73, 91 (1973); Petroleum Info. Corp. v. Dep’t of the Interior, 976 F.2d 1429, 1435 (D.C. Cir. 1992); Assembly of Cal. v. Dep’t of Commerce, 968 F.2d 916 (9th Cir. 1992).  However, that general rule has not been strictly followed.  For instance, in Mapother, the D.C. Circuit held that the process of selecting the factual materials to include in a report prepared to enable the Attorney General to determine whether the wartime activity of former UN General Secretary Kurt Waldheim precluded his ability  to enter the United States called for deliberative judgment and hence fell within Exemption 4.  Mapother, 3 F.3d 1533.  More generally, where investigations, analyses, and evaluations are involved, courts have not proceeded  uniformly; some find Exemption 5 applicable, others do not.  Compare Moore-McCormack Lines, Inc. v. ITO Corp., 508 F.2d 945 (4th Cir. 1974), with Florida House of Rep. v. Dep’t of Commerce, 961 F.2d 941 (11th Cir. 1992); Texas Instruments, Inc. v. Customs Serv., 479 F. Supp. 404 (D.D.C. 1979). The difference in approach may be accounted for where the facts in question are contained in evaluations that are prospective rather than retrospective and relate to a single decision rather than agency performance.

(b) Pre-decisional versus post-decisional materials — Pre-decisional materials are exempt from disclosure unless they are either expressly adopted or incorporated by reference in an agency decision, whereas post-decisional materials are ordinarily held not exempt pursuant to the deliberative process privilege,  NLRB v. Sears, Rosebuck & Co., 421 U.S. 132, 151-52, 161 (1975), unless they address how past decisions will influence future agency decisions.  City of Va. Beach v. Dep’t of Commerce, 995 F.2d 1247, 1254 (4th Cir. 1993).

The Court in NLRB v. Sears, Roebuck & Co.  illustrated the distinction between pre-decisional and post-decisional materials.  421 U.S. 132.  When the NLRB receives a charge that someone has committed an unfair labor practice, it is the responsibility of the General Counsel to determine whether or not the Board will pursue the charge with an enforcement proceeding.  The Court decided that memoranda written by staff attorneys and incorporated by reference in the General Counsel’s decision not to pursue the charges were not exempt; it held that the decision to drop a matter was a final one, and the memoranda setting forth that decision were not protected by the deliberative process privilege even though generated before the decision was made.  See id. at 161.  The Court reasoned that “the probability that an agency employee will be inhibited from freely advising a decision maker advice, if adopted, will become public is slight.”  Id.  By contrast, documents reflecting a decision to initiate proceedings may be exempt.  If the General Counsel had decided to pursue the charges and to open a formal NLRB enforcement proceeding, the memoranda would have remained exempt; that decision would not have been a final one, since it would have envisioned further agency action.  See id. at 148.

To determine whether a document is pre-decisional or post-decisional, courts examine the agency’s administrative process and the role of the document in that process.  Renegotiation Bd. v. Grumman Aircraft Engineering Corp., 421 U.S. 168, 172-79 (1975); NLRB v. Sears, Roebuck & Co., 421 U.S. at 138-44.  In Grumman, the Supreme Court found that regional renegotiation boards had no decisional authority.  Thus, their reports were “precisely” the kind of “pre-decisional deliberative advice and recommendations contemplated by Exemption 5 which must remain uninhibited and thus, undisclosed.”  Id. at 186.  The Court left open the possibility of a different result if the regional boards’ decisions were not subject to de novo review by the Board, but were reviewed under some deferential standard.  See id. at 185 n.22.

Four factors, in summary, can be identified as requiring analysis to determine whether a document should be subject to the pre-decisional deliberative privilege:  (1) whether it is “so candid or personal in nature that public disclosure is likely in the future to stifle honest and frank communication within the agency,” Nadler v. Dep’t of Justice, 955 F.2d 1479, 1491 (11th Cir. 1992); (2) whether it is “recommendatory in nature or is a draft,” A. Michael’s Piano, Inc. v. FTC, 18 F.3d 138, 147 (2d Cir. 1994);  (3) whether it weighs the “pros and cons of agency adoption of one viewpoint or another”; and (4) even if it was originally pre-decisional, whether it had been “adopted, formally or informally, as the agency position on an issue or is used by the agency in its dealings with the public.”  Afshar v. Dep’t of State, 702 F.2d 1125, 1142-3 (D.C. Cir. 1983); Coastal States Gas Corp. v. Dep’t of Energy, 617 F.2d 854, 866 (D.C. Cir. 1980).

ii. Attorney-client privilege.

The second major evidentiary privilege covered by Exemption 5 is the attorney-client privilege, recognized by the Supreme Court in NLRB v. Sears, Roebuck & Co., 421 U.S. at 154.

In Mead Data Central, Inc. v. Dep’t of the Air Force, 566 F.2d 242 (D.C. Cir. 1977), the D.C. Circuit provided a summary of the law applicable to Exemption 5 and the attorney-client privilege.  The court observed that the privilege covers “confidential communications between an attorney and his client relating to a legal matter for which the client has sought professional advice.”  Id. at 252.  The court further observed:

The privilege does not allow the withholding of documents simply because they are the product of an attorney-client relationship, however.  It must also be demonstrated that the information is confidential.  If the information has been or is later shared with third parties, the privilege does not apply.

Id. at 253 (footnotes omitted); Dow, Lohnes & Albertson v. Presidential Comm’n on Broad. to Cuba, 624 F. Supp. 572, 578 (D.D.C. 1984).  The Mead Data court also indicated that special considerations of confidentiality arise when an organization like a government agency is involved in the professional relationship.  Borrowing from the law of attorney client privilege in the context of large organizations and corporations, the Mead Data court also noted that the privilege may be lost if the confidential communication is too widely disclosed within the agency.  Mead Data, 566 F.2d at 254; see also Upjohn Co. v.  United States, 449 U.S. 383 (1981).  However, the few cases specifically addressing the privilege have been interpreted quite expansively.  The privilege has not been limited to advice given by agency attorneys in the context of litigation.  Schlefer v. United States, 702 F.2d 233, 245 (D.C. Cir. 1983); NBC v. SBA, 836 F. Supp. 121, 124-25 (S.D.N.Y. 1993); But see Lee v. FDIC, 923 F. Supp. 451, 457 (S.D.N.Y. 1996). 

iii. Work product privilege.

The attorney work product privilege protects documents prepared by an attorney revealing the theory of the case or litigation strategy.  NLRB v. Sears, Roebuck & Co., 421 U.S. at 154.  Because the purpose of the privilege is to protect the adversarial trial process by shielding the attorneys’ preparation from scrutiny, Jordan v. Dep’t of Justice, 591 F.2d 73, 775 (D.C. Cir. 1978)(en banc), work product privilege generally does not attach until at least some “articulable claim, likely to lead to litigation,” has arisen.  Coastal States Gas Corp. v. Dep’t of Energy, 627 F.2d 854, 865 (D.C. Cir. 1980), Schiller v. NLRB, 964 F.2d 1205, 1208 (D.C. Cir. 1992).  Attorney work product is protected from disclosure even after the litigation for which the documents had been prepared is terminated.  Thus, the privilege applies “without regard to the status of the litigation.”  FTC v. Grolier, Inc., 462 U.S. 19, 28 (1983) (Sunshine Act case).  However, documents prepared after a case is closed are presumptively not covered.  Senate of P.R. v. Dep’t of Justice, 823 F.2d 574, 586 (D.C. Cir. 1987); Delaney, Migdail & Young, Chartered v. IRS, 826 F.2d 124 (D.C. Cir. 1987). 

The attorney work-product privilege has also been held to cover materials “relat[ing] to possible settlements” of litigation.  United States v. Metropolitan St. Louis Sewer Dist., 952 F.2d 1045 (8th Cir. 1992).  And, consistent with general principles relating to work-product, the privilege has been held to apply to materials prepared by non-attorneys who are acting under the supervision of lawyers.  Durham v. Dep’t of Justice, 829 F. Supp. 428, 433 (D.D.C. 1993).  The privilege has been held applicable where the material was shared with a party holding a common interest with the agency.  United States v. Gulf Oil, 760 F.2d 292, 295-96 (Temp. Emer. Ct. App. 1985); Chilivis v. SEC, 673 F.2d 1205, 1211-12 (11th Cir. 1982).  The privilege also has been applied where a memorandum is prepared not by a government attorney directly, but by outside consultants engaged by the agency, for the use of its lawyers.  Exxon Corp. v. FTC, 476 F. Supp. 713 (D.D.C. 1979).

Two of the Supreme Court’s decisions, United States v. Weber Aircraft Corp., 465 U.S. 792 (1984), and FTC v. Grolier, Inc., 462 U.S. 19 (1983), afford considerable protection for fact-gathering activities conducted by government in anticipation of possible litigation.  Although lower courts had expressed concern that the government’s superior position and ability to obtain information relevant to litigation might properly be balanced with access under FOIA to purely factual information developed by the government, the Court ruled that the standard for access to government information is the same as would be employed in normal civil litigation, namely that materials are not subject to disclosure under FOIA unless they are “routinely or normally discoverable.”  Weber Aircraft, 465 U.S. at 799.

iv. Confidential commercial information.

The Supreme Court has recognized that the government has a legitimate interest in keeping confidential commercial information relating to national monetary policy.  The Court found that Exemption 5 protects such an interest in Fed. Open Market Comm. of Fed. Reserve System v. Merrill, 443 U.S. 340 (1979).

In Merrill, the plaintiff requested from the Open Market Committee its instructions to agency officials relating to the purchase and sale of securities by the Federal Reserve System.  The Court found a qualified privilege against disclosure, based on Fed. R. Civ. Proc. 26(c)(7).  That Rule provides that a district court, for good cause shown, may order “that a trade secret or other confidential research, development, or commercial information not be disclosed or be disclosed only in a designated way.”  Id. at 356.  The Court found that Congress intended Exemption 5 to incorporate a privilege for confidential commercial information, “at least to the extent that this information is generated by the Government itself in the process leading up to awarding a contract.”  Id. at 360.  The nature of the information requested by the plaintiff was, according to the Court, similar to that of information generated in the process leading up to a contract award.  The Court went on to indicate that the sensitivity of the commercial secrets involved and the harm inflicted on the government by premature disclosure of its monetary policy should serve as relevant criteria in determining the applicability of this Exemption 5 privilege. 

v. Aircraft accident investigation material.

In United States v. Weber Aircraft Corp., 465 U.S. 792 (1984), the Supreme Court recognized under Exemption 5 a discovery privilege for factual statements made to aircraft safety investigators by government personnel under an assurance of confidentiality.  The privilege had previously been recognized by lower courts, Bockway v. Dep’t of the Air Force, 518 F.2d 1184 (8th Cir. 1975), based on the common law privilege recognized by the courts well before the enactment of FOIA.  Machin v. Zuckert,  316 F.2d 336 (D.C. Cir. 1963).  The Weber Court concluded that the government, no less than any other party, should be able to undertake a thorough investigation of accidents in anticipation of potential litigation.  The courts, however, have not extended Weber Aircraft to cases involving witness statements taken from nonagency personnel or other outsiders.  Thurner Heat Treating Corp. v. NLRB, 839 F.2d 1256, 1259 (7th Cir. 1988); Van Bourg, Allen, Weinberg & Roger v. NLRB, 751 F.2d 982, 985 (9th Cir. 1985).  

vi. Reports of expert witnesses.

The Merrill principle was subsequently used to secure Exemption 5 coverage for facts known or opinions held by experts covered under Rule 26(b)(4).  Fed. R. Civ. P. 26(b)(4).  In Hoover v. Dep’t of Interior, 611 F.2d 1132, 1140-42 (5th Cir. 1980), government appraisal reports were exempted from disclosure to protect the government’s bargaining position during its negotiation with a landowner for the sale of a certain tract of land.  The Hoover opinion, broadly read, would suggest that any material protected under civil discovery mechanisms would fall within Exemption 5 so long as disclosure might be disadvantageous to government.  Many cases suggest that the privilege does not apply to purely factual information.  Deering Miliken, Inc. v. Irving, 548 F.2d 1131, 1138 (4th Cir. 1977).  The more modern approach taken by most courts, however, is to draw no distinction between factual or deliberative material and to withhold it all. A. Michael’s Piano, Inc. v. FTC, 18 F.3d 138, 147 (2d Cir. 1994);  Norwood v. FAA, 993 F.2d 570, 576 (6th Cir. 1993); Tax Analysts v. IRS, 117 F.3d 607, 620 (D.C. Cir. 1997).

6. Exemption 6:  Invasion of personal privacy.

Exemption 6 covers “personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy.”  5 U.S.C. § 552(b)(6). This language requires a balancing of interests between individual privacy and the public’s right to information.

a. Legislative history -- Both House and Senate reports on Exemption 6 indicate that the exemption is intended to protect “intimate” or “personal” details of files maintained by various governmental agencies.  S. Rep. No. 89-813 (1965).  They also agree on the balancing test required by the exemption:

The phrase “clearly unwarranted invasion of personal privacy” enunciates a policy that will involve a balancing of interests between the protection of an individual’s private affairs from unnecessary public scrutiny, and the preservation of the public’s right to government information.

Id. at 9. 

b. Personnel and medical files -- the Supreme Court in Dep’t of the Air Force v. Rose, 425 U.S. 352, 375 (1976), concluded that the name given to a file does not determine its status under Exemption 6.  Thus, personnel files include files containing personal data such as date and place of birth, parents’ names, residences, academic and professional evaluations, and the like.  See id. at 377.  Medical files are files containing assessments or records of an individual’s medical or psychological status.  But even medical files are subject to the process of balancing privacy interests against the interests in disclosure before Exemption 6 allows withholding.  See id. at 373.

c. “Similar files” -- The Supreme Court in Dep’t of State v. Washington Post Co., 456 U.S. 595 (1982), concluded that the phrase “similar files” is to have “a broad, rather than a narrow, meaning.”  Id. at 600.  In so holding, the Court overruled the D.C. Circuit’s insistence that Exemption 6 apply to files only where they contained information “of the same magnitude -- as highly personal or as intimate in nature -- as that at stake in personnel and medical records.”  Dep’t of State v. Washington Post Co., 647 F.2d 197, 198-99 (D.C. Cir. 1981).

Thus, under the Washington Post mandate, an agency “need only establish that the records in question apply to ‘a particular individual.’”  Hemenway v. Hughes, 601 F. Supp. 1002, 1005 (D.D.C. 1985).  In New York Times Co. v. NASA, 920 F.2d 1002, 1005 (D.C. Cir. 1990) (en banc), the court held a tape recording of the last words of the crew of the space shuttle Challenger contains personal information subject to withholding under Exemption 6 even though a transcript had been released.  Courts now routinely hold that compilations of names and addresses are “similar files” under Exemption 6.  Dep’t of Defense v. FLRA, 510 U.S. 487 (1994);  Accuracy in Media, Inc. v. Nat’l Park Serv., 194 F.3d 120 (D.C.Cir. 2000); Favish v. Office of Indep. Counsel, 217 F.3d 1168 (9th Cir. 2000); Minnis v. Dep’t of Agric., 737 F.2d 784 (9th Cir. 1984). 

d. Invasion of personal privacy -- For Exemption 6 purposes, an invasion of personal privacy must be real, as opposed to speculative.  The Supreme Court in Rose observed that “Exemption 6 was directed at threats to privacy interests more palpable than mere possibilities.”  425 U.S. at 380 n.19; Carter v. Dep’t of Commerce, 830 F.2d 388, 391 (D.C. Cir. 1987).  Rose notwithstanding, the threshold for a privacy showing is not high.  In Dep’t of Defense v. FLRA, 510 U.S. 487, 500 (1994), the Supreme Court held that there is a cognizable privacy invasion – even if disclosure, by itself, would not cause embarrassment – if the disclosure would invite unwarranted intrusion into an individual’s privacy.  The Court reaffirmed its FLRA ruling in Bibles v. Or. Natural Desert Ass’n, 519 U.S. 355 (1997) (per curiam), where it reversed a Ninth Circuit ruling directing the Bureau of Land Management to release a list of the names of people to whom the agency had sent information.  The Court rejected the Ninth Circuit’s reasoning that disclosure would enable the requester organization to send additional information to the people on the agency’s list, and reiterated its ruling in FLRA and in Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 US. 749 (1989), that the only cognizable public interest under FOIA is enhancing the public’s understanding of government.  Following the FLRA and Bibles decisions, most courts hold mailing lists and other compilations of names off-limits on Exemption 6 grounds.  

e. “Clearly unwarranted” -- Generally speaking, use of the term “clearly unwarranted” suggests that the tilt in any balancing exercise be in favor of disclosure.  Getman v. NLRB, 450 F.2d 670, 674 (D.C. Cir. 1971).  The first step of the analysis is to ascertain whether an identifiable privacy interest is jeopardized by disclosure; if there is none, the information must be disclosed.  Nat’l Magazine v. Customs Service, 71 F.3d 885, 896 (D.C. Cir. 1995); Ripskis v. HUD, 746 F.2d 1, 3 (D.C. Cir. 1984); Fund for Constitutional Gov’t v. NARA, 656 F.2d 856, 862 (D.C. Cir. 1981).  If a privacy interest is present, then the court must proceed to balance the public interest in disclosure against the privacy interests.  If there is no public interest in disclosure, the information is protected.  As the D.C. Circuit noted, “something, even a modest privacy interest, outweighs nothing every time.”  Nat’l Ass’n of Retired Fed. Employees v. Horner, 879 F.2d 873, 879 (D.C. Cir. 1989); IBEW Local No. 5 v. HUD, 852 F.2d 87, 89 (3d Cir. 1988).

f. The Reporters Committee decision. – In 1989, the Court issued its path-breaking ruling in Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749 (1989).  The request at issue was one for the rap sheets, or arrest records, for certain persons alleged to have been involved in organized crime and illegal dealings with a corrupt congressman.  Holding that the rap sheets were exempt from disclosure under Exemption 7(C) – the privacy exemption for law enforcement records – the Court laid down five principles that now guide determinations made under both Exemption 6 and 7(C).  See id.

First, the Court suggested that the mere fact that information has at some point been made public does not foreclose an individual’s interest in maintaining secrecy.  If the material is publicly available, but nonetheless “practically obscure,” it may qualify for protection.  Id. at 780.  Second, the Court affirmed the principle that generally the identity of the requester is irrelevant for FOIA purposes.  See id. at 764.  Third, the Court emphasized that in weighing the public interest in disclosure, the interests asserted by the requester are not relevant; rather, the guiding consideration is the nature of the requested records and the public interest generally.  See id. at 772.  Fourth, the Court narrowed the scope of the public interest to be considered by declaring for the first time that it is limited to “the core purpose of the FOIA,” which, in the Court’s view, is to “shed[] light on an agency’s performance of its statutory duties.”  Id. at 773.  Finally, with regard to Exemption 7(C), the Court ruled that agencies may engage in “categorical” balancing and determine that certain categories of records are simply off-limits.  Id. at 780.  

The Court more fully explicated  its decision in Reporters Committee in its follow-up ruling in Dep’t of State v. Ray, 502 U.S. 164 (1991).  At issue in Ray were notes made by agency personnel on Haitian refugees who had been involuntarily returned to Haiti.  The requester was an immigration lawyer who sought the full interview notes, including the name of the returnee, both to bolster his claim that returnees were being subjected to political reprisal and to facilitate their re-interview by human rights advocates.  Applying Reporters Committee, the Court ruled that the public interest was adequately served by release of the redacted interview notes and observed that the release of personal identifiers “would not shed any additional light on the Government’s conduct of its obligation.”  Id.  at 178-79.  

It bears noting that it has been suggested that EFOIA was intended to overrule Reporters Committee’s narrow definition of the public interest.  Voinche v. FBI, 940 F. Supp. 323, 330 n.4 (1996) (dictum); but see O’Kane v. Customs Service, No. 95-683, slip op. at 9-11 (S.D. Fla. Nov. 6, 1997) (rejecting argument).  It is likely that this issue will be more fully litigated.

g. Four other features of privacy law merit attention.  

i. Although the courts are not uniformly of this view, the weight of the caselaw suggests that death reduces or extinguishes privacy rights.  In the FOIA context, death “certainly diminish[es],” if not extinguishes altogether, any privacy interest an individual has in keeping records secret.  Summers v. Dep’t of Justice, 140 F.3d 1077, 1084 (D.C. Cir. 1998) (Silberman, J., concurring); Davin v. Dep’t of Justice, 60 F.3d 1043, 1058-59 (3d Cir. 1995); Diamond v. FBI, 532 F. Supp. 216, 227 (S.D.N.Y. 1981), aff’d 707 F.2d 75, 77 (2d Cir. 1983).  However, particularly sensitive material may be withheld when necessary to protect the privacy interests of surviving family members.  Hale v. Dep’t of Justice, 973 F.2d 894, 902 (10th Cir. 1992); New York Times Co. v. NASA, 920 F.2d 1002 (D.C. Cir. 1990); Bowen v. FDA, 925 F.2d 1225, 1228 (9th Cir. 1991).   

ii. Public figures may have diminished privacy expectations.  Fund for Constitutional Gov’t v. NARA, 656 F.2d 856, 865 (D.C. Cir. 1981); cf. Wichlacz v. Dep’t of Interior, 938 F. Supp. 325, 333 (E.D. Va. 1996).  

iii. To the extent that the requested information bears on whether a senior government official engaged in wrongdoing or misconduct, disclosure is likely in order.  The courts have held that while the public does not have an overriding interest in learning about transgressions committed by junior civil servants, the public is entitled to learn about infractions committed by more senior officials.  Cochran v. United States, 770 F.2d 949, 956 (11th Cir. 1985); Stern v. Department of Justice, 737 F.2d 84 (D.C. Cir. 1984); Lurie v. Dep’t of the Army, 970 F. Supp. 19 (D.D.C. 1997).  

iv. When a request is made for records relating to a specified individual, the government may, on occasion, properly interpose a “Glomar” response – that is, refuse to admit or deny that it has relevant records.  For instance, a court has approved the DEA’s refusal to confirm or deny the existence of disciplinary records relating to named DEA agents,  Beck v. Department of Justice, 997 F.2d 1489 (D.C. Cir. 1993), and the FBI’s refusal to admit or deny the existence of a letter of reprimand for an identified FBI agent.  Dunkelberger v. Dep’t of Justice, 906 F.2d 779 (D.C. Cir. 1990).  

h. Implications of Privacy Act -- The Privacy Act, 5 U.S.C. § 552(a), does not provide a basis for withholding information that is not covered by Exemption 6 and thus is required to be disclosed by the FOIA.  5 U.S.C. § 552a(b)(2); Greentree v. Customs Service, 674 F.2d 74, 79 (D.C. Cir. 1982).  The Privacy Act does, however, remove agency discretion to disclose information that is covered by the sixth exemption.  Dep’t of Defense v. FLRA, 510 U.S. 487, 502 (1995).

i. Relationship to Exemption 7(C) -- While Exemption 6 protects only “clearly unwarranted” invasions of personal privacy, Exemption 7(C), as discussed below, protects against disclosure of law enforcement records the disclosure of which would constitute only “an unwarranted” invasion of personal privacy.  Observing that “Exemption 7(C)’s privacy language is broader than the comparable language in Exemption 6,” the Supreme Court has held that “the standard for evaluating a threatened invasion of privacy interests resulting from the disclosure of records compiled for law-enforcement purposes is somewhat broader than the standard applicable to personnel, medical, and similar files.”  Dep’t of Justice v. Reporters Comm., 489 U.S. at 756.
7. Exemption 7:  Law enforcement investigatory records or Information.

Exemption 7 protects from mandatory disclosure the following:

. . . records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or information (A) could reasonably be expected to interfere with enforcement proceedings, (B) would deprive a person of a right to a fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could reasonably be expected to disclose the identity of a confidential source including a state, local or foreign agency or authority or any private institution which has furnished information on a confidential basis, and, in the case of a record or information compiled by a criminal law enforcement authority in the course of a criminal investigation or by an agency conducting a lawful national security intelligence investigation, information furnished by a confidential source, (E) would disclose techniques and procedures for law enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual.

5 U.S.C. § 552(b)(7).

a. Legislative history — As originally enacted, Exemption 7 permitted agencies to withhold “investigatory files compiled for law enforcement purposes except to the extent available by law to a party other than an agency.”  In 1974, the District of Columbia Circuit held that whenever documents were shown to be part of an investigatory file, they were exempt from disclosure under Exemption 7 and the matter was “at an end.”  Ctr. for Nat’l Policy Review v. Weinberger, 502 F.2d 370 (D.C. Cir. 1974).  

Following broad criticism of the D.C. Circuit’s interpretation of Exemption 7, Congress  amended the exemption with the intention of overruling Weinberger and similar decisions.  120 Cong. Rec. S9336 (daily ed. May 30, 1974).  In narrowing the scope of Exemption 7, Congress restricted application of the exemption to where the agency could make a particularized showing that disclosure of investigatory records would likely result in one of the six harms enumerated in the amended Act.  Thus, under the 1974 version of Exemption 7, the government had to make a two-tiered showing to withhold records:  first, that the record would qualify as an “investigatory record compiled for law enforcement purposes”; and second, that disclosure would threaten one of the harms in Exemption 7’s six subparts.  FBI v. Abramson,  456 U.S. 615, 622 (1982).

After a decade of debate concerning many substantive and procedural FOIA issues and generalized dissatisfaction by the law enforcement community with the 1974 amendments,  Congress again amended Exemption 7 in 1986.  The structure of Exemption 7 was not altered as it was in 1974, but instead the exemption was qualified and refined.  Three key changes were made.  
First, the exemption was expanded to cover “information” compiled for law enforcement purposes, regardless whether it is formatted into a record.  5 U.S.C. § 552(b)(7).  That issue had arisen in Abramson, where the Court ruled that raw compilations of information, even if they were not integrated into a record, could be withheld under Exemption 7.  Abramson, 456 U.S. 615.  The 1986 version essentially codified the Court’s ruling in Abramson in this respect.  The Court’s subsequent opinion, in John Doe Agency v. John Doe Corp, 493 U.S. 146 (1989), took this amendment one step further and held that the compilation of information for law enforcement purposes need not occur at the time the information was created or assembled, but merely must occur prior to the government’s invocation of Exemption 7.  

Second, the 1986 amendments eliminated the requirement that records be “investigatory” in character to qualify for protection under Exemption 7.   5 U.S.C. § 552(b)(7).  Prior to 1986, the courts had struggled with the question of when information was gathered for law enforcement purposes, as opposed to merely routine monitoring or oversight.  As a result of the amendments, materials like law enforcement manuals, which had previously not qualified under Exemption 7, are now protected under that exemption.  PHE, Inc. v. Dep’t of Justice, 983 F.2d 248, 249 (D.C. Cir. 1993).  Other materials that might not have qualified under the pre-1986 version of Exemption 7 have now been found to fall within its scope.  Mittleman v. OPM, 76 F.3d 1240 (D. C. Cir. 1996) (OPM background check); Hopkinson v. Shillinger, 866 F.2d 1185, 1222 n.27 (10th Cir. 1989) (FBI laboratory tests run at request of local law enforcement authorities); Detroit Free Press, Inc. v. Dep’t of Justice, 73 F.3d 93, 96 (6th Cir. 1996) (mug shots); Ortiz v. HHS, 70 F.3d 729 (2d Cir. 1995) (unsigned letter sent to Social Security Administration that triggered unsuccessful investigation); Bevis v. Dep’t of State, 801 F.2d 1386, 1388 (D. C. Cir. 1986) (foreign law enforcement efforts).

Third, except for Exemption 7(B) and part of Exemption 7(E), the amendments altered the requirement that agencies demonstrate that disclosure “would” cause the harm the subsection was designed to avert, to the less stringent standard that disclosure “could reasonably be expected” to cause the specified harm.  5 U.S.C. § 552(b)(7). 

The 1986 Amendments have not solved a problem that confronts agencies with both law enforcement and administrative oversight responsibilities in demonstrating that withheld records were, in fact, gathered for law enforcement purposes.  Prior to the Amendments, an agency with “mixed” responsibilities had to show that the records at issue involved the enforcement of a statute or regulation within its authority.  Becker v. IRS, 34 F.3d 398, 407 (7th Cir. 1994); Lewis v. IRS, 823 F.2d 375, 379 (9th Cir. 1987).  With respect to criminal law enforcement agencies, most courts, following the 1986 Amendments, have accorded considerable deference to the government’s claim that the records are law enforcement records, and some have erected a per se rule that records generated by law enforcement agencies automatically qualify.  Curran v. Dep’t of Justice, 813 F.2d 473, 475 (1st Cir. 1987); Ferguson v. FBI, 957 F.2d 1059, 1070 (2d Cir. 1992); Davin v. Dep’t of Justice, 60 F.3d 1043, 1056 (3d Cir. 1995); Detroit Free Press, 73 F.3d at 96; Miller v. USDA, 13 F.3d 260, 263 (8th Cir. 1993).  

The D.C. Circuit has rejected this approach and requires the agency to demonstrate the existence of a nexus between its activity (though not its investigation) and its law enforcement duties.  Summers v. Dep’t of Justice, 140 F.3d 1077, 1083 (D.C. Cir. 1998); Keys v. Dep’t of Justice, 830 F. 2d 337, 340 (D.C. Cir. 1987). 

b. Exemption 7(A): Interference with enforcement proceedings.

The purpose of Exemption 7(A) is to prevent a premature disclosure of information that might impede an investigation or harm the government’s case in the particular proceeding.  The 1986 Amendments softened this requirement somewhat by reducing the showing the government must make by substituting the standard “could reasonably be expected to interfere with” law enforcement proceedings for the tougher “would interfere with” standard.  5 U.S.C. § 552(b)(7)(A).  

The key Supreme Court pronouncement on this subsection of the Act remains NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214 (1978).  The Court there suggested at least three effects of disclosure that would amount to an interference with NLRB enforcement proceedings:  possible witness intimidation, deterrence of future witnesses in complaints, and allowing violators to construct defenses permitting violations to go unchecked.  The Court did require that the government demonstrate that the information relates to a pending or prospective law enforcement proceeding.  See id. at 224.  Post-1986 decisions use essentially the same formulation; to qualify under Exemption 7(A), the government must show that (1) an enforcement proceeding is pending or prospective and (2) release of the information could reasonably be expected to cause some articulable harm.  Manna v. Dep’t of Justice, 51 F.3d 1158, 1164 (3d Cir. 1995).  The mere pendency of enforcement proceedings is insufficient to establish the applicability of Exemption 7(A); the government must also establish a reasonable expectation of harm if the information were to be released.  North v. Walsh, 881 F.2d 1088, 1100 (D.C. Cir. 1989); Miller v. USDA, 13 F.3d 260, 263 (8th Cir. 1993).

Because Exemption 7(A) is intended to safeguard the integrity of the government’s law enforcement efforts in court, there have always been questions about the point at which the government may no longer invoke Exemption 7(A), either because proceedings have been terminated or because it has become clear that contemplated enforcement proceedings will not materialize.  Seegull Mfg. Co. v. NLRB, 741 F.2d 882, 886-87 (6th Cir. 1984); Western Journalism Ctr. v. Office of the Indep. Counsel, 926 F. Supp. 189, 192 (D.D.C. 1996).  However, so long as an investigation is ongoing, or an enforcement proceeding still viable, courts generally find Exemption 7(A) applicable.  Manna, 51 F.3d at 1165; Dickerson v. Dep’t of Justice, 992 F.2d 1426, 1432 (6th Cir. 1993).  Even when a case is closed, Exemption 7(A) may properly be invoked where further enforcement action may be taken.  Solar Sources, Inc. v. United States, 142 F.2d 1030, 1035 (7th Cir. 1998); Kuffel v. Bureau of Prisons, 882 F. Supp. 1116, 1126 (D.D.C. 1995).

In Robbins Tire, the Supreme Court rejected a case-by-case method of determining exemptions under 7(A) in favor of “generic determinations” of likely interference to imminent adjudicatory proceedings.  437 U.S. at 236.  Hence, in that case the NLRB was not required to make a specific factual showing that release of the particular witness statements in question would interfere with the proceedings.  The Robbins Tire rational has been widely accepted.  Solar Sources, 142 F.3d at 1038; In re Dep’t of Justice, 999 F.2d 1032, 1038 (8th Cir. 1993) (en banc); Wright v. OSHA, 822 F.2d 642, 646 (7th Cir. 1987).  

The D.C. Circuit has warned, however, that “generic” determinations should not be confused with “blanket” exemptions and ruled that an agency could not sustain its burden under Exemption 7(A) merely by asserting that requested records are “contained in a criminal investigation file.”  Crooker v. BATF, 789 F.2d 64 (D.C. Cir. 1986).  Some courts have accepted affidavits by agency’s that generically describe and categorize the type of documents being withheld so long as they are sufficient to indicate the type of interference to the law enforcement investigation and detailed enough to allow judicial review.  Solar Sources, 142 F.3d at 1036-39;  Curran v. Dep’t of Justice, 813 F.2d 473 (1st Cir. 1987); Spannaus v. Dep’t of Justice, 813 F.2d 1285 (4th Cir. 1987); Bevis v. Dep’t of Justice, 801 F.2d 1386 (D.C. Cir. 1986).

Where the target of an investigation already has access to the records, the agency will be hard pressed to make a particularized showing of harm or interference from disclosure to a third party.  Campbell v. HHS, 682 F.2d 256 (D.C. Cir. 1982); Campbell v. Civil Serv. Comm’n, 539 F.2d 58 (10th Cir. 1976).  In such cases the government may be unable to show any likelihood of harm to enforcement proceedings. Wright, 822 F.2d at 646; Education/Instruction, Inc. v. Dep’t of HUD, 649 F.2d 4 (1st Cir. 1981).  This analysis applies when the requester is seeking release of his own statements made to an agency during an interview.  Grasso v. IRS, 785 F.2d 70 (3d Cir. 1986).

c. Exemption 7(B): Deprivation of right to fair trial or impartial adjudication.

The Attorney General’s memorandum on the 1974 amendments to the FOIA indicates that this clause applies to rights of persons in all civil and criminal cases and in administrative hearings.  However, the clause appears to have application only to criminal proceedings.  See Education/Instruction, Inc., 471 F. Supp. at 1978.

In one of the few major cases interpreting Exemption 7(B), Washington Post Co. v. Dep’t of Justice, 863 F.2d 96, 102 (D.C. Cir. 1988), the D.C. Circuit observed that at a minimum the government must show “(1) that a trial or adjudication is pending or truly imminent; and (2) that it is more probable than not that disclosure of the material sought would seriously interfere with the fairness of those proceedings.”  The existence of litigation is not enough to justify application of the Exemption; the second part of the test “requires separate findings” that disclosure would confer an unfair advantage on one of the parties.  Id.  Examples of possible harms that might qualify for protection include publicity that “was not just disadvantageous . . . but of a nature and degree that judicial fairness would be compromised,” and disclosure that would provide access not available under discovery rules and thus that would confer “an unfair advantage on one of the parties.”  Id. at 102-103, 106.  

d. Exemption 7(C): Unwarranted invasion of personal privacy.

This clause carries forward to law enforcement information the principle expressed in Exemption 6, namely that  personnel, medical and similar files the disclosure of which would invade personal privacy should be protected.  The Supreme Court has observed that “Exemption 7(C)’s privacy language is broader than the comparable language in Exemption 6 in two respects.”  Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749 (1989).  First, “the adverb ‘clearly’ is omitted from Exemption 7(C),” and second, 7(C) encompasses disclosures that “could reasonably be expected to constitute” an invasion of privacy, as opposed to Exemption 6’s language of “would constitute” an invasion.  Id.  The Court concluded:  “Thus, the standard for evaluating a threatened invasion of privacy interests resulting from the disclosure of records compiled for law-enforcement purposes is somewhat broader than the standard applicable to personnel, medical, and similar files.”  Id.  

In Reporters Committee the Court examined “the ambit of the public interest that the FOIA was enacted to serve” and concluded as a generic matter that disclosure of law enforcement “rap sheets” containing descriptive information on persons with criminal histories was not required under Exemption 7(C).  Id.  Despite the Court’s recognition that much of the information in rap sheets was already a matter of public record, and that there was unquestionably “some public interest” in providing information on the subject of the rap sheet requested, a unanimous Court concluded that disclosure would constitute an unwarranted invasion of personal privacy.  Eight Justices went even farther to hold “as a categorical matter that a third party’s request for law-enforcement records or information about a private citizen can reasonably be expected to invade that citizen’s privacy, and that when the request seeks no ‘official information’ about a Government agency, but merely records that the Government happens to be storing, the invasion of privacy is ‘unwarranted.’” Id. at 780.  The Court rested this broad holding on its vision of the purpose of the FOIA “to open agency action to the light of public scrutiny,” to inform citizens about “what their government is up to” — a purpose “not fostered by disclosure of information about private citizens that is accumulated in various governmental files but that reveals little or nothing about an agency’s own conduct.”  Id. 
The broadest application of the clause is to protect individuals referred to in investigative records or under investigation.  Quinon v. FBI, 86 F.3d 1222, 1260 (D.C. Cir. 1996); Schiffer v. FBI, 78 F.3d 1405, 1410 (9th Cir. 1996).  The Exemption has also been applied to protect the identity of informants who otherwise may not qualify for protection as a “confidential source” under Exemption 7(D).  Kiraly v. FBI, 728 F.2d 273 (6th Cir. 1984); Cleary v. FBI, 811 F.2d 421 (8th Cir. 1987).  While the balancing of interests is still required, the highly intrusive nature of disclosures of names of persons who have been investigated ordinarily required withholding save exceptional circumstances.  Spirko v. Postal Service, 147 F.3d 992, 998 (D.C. Cir. 1998); Computer Prof’ls for Social Responsibility v. U.S. Secret Service, 72 F.3d 897, 904 (D.C. Cir. 1996); McDonnell v. United States, 4 F.3d 1227, 1255 (3d Cir. 1993).  Exemption 7(C) has also been invoked to protect the personal privacy of individuals otherwise connected to criminal investigations.  Accuracy in Media, Inc. v. Nat’l Park Serv., 194 F.3d 120 (D.C.Cir. 2000); Favish v. Office of Indep. Counsel, 217 F.3d 1168 (9th Cir. 2000).

Exemption 7(C) has also been applied to protect against disclosure names of FBI agents and other officials involved in investigations.  Manna v. Dep’t of Justice, 51 F.3d 1158, 1166 (3d Cir. 1995); Jones v. FBI, 41 F.3d 238, 246 (6th Cir. 1994).  Again, however, there is no blanket rule categorically exempting this information; a balancing of interests may result in disclosure where the performance of a specific agent is called into question.  See Castaneda v. United States, 757 F.2d 1010, opinion amended & rehearing denied, 773 F.2d 251 (9th Cir. 1985); Stern v. FBI, 737 F.2d 84, 94 (D.C. Cir. 1984).  

e. Exemption 7(D):  Confidential source of information.

Exemption 7(D) provides the most comprehensive protection afforded to law enforcement information by FOIA.  No value was held more dearly than protecting confidential sources from retaliation that might result from their provision of information to law enforcement agencies.  Ortiz v. HHS, 70 F.3d 729, 932 (2d Cir. 1995).  And the 1986 Amendments strengthened Exemption 7(D)’s protections.  Irons v. FBI, 880 F.2d 1446, 1452 (1st Cir. 1989) (en banc).  As previously noted, the shift from the “would constitute” standard to the less strict “could reasonably be expected to constitute” standard eases considerably the agency’s threshold burden.  More particularly, by specifically identifying the categories of individuals and institutions that may qualify as a “source,” the amendments plainly intended to encompass a broad group of information purveyors; not merely “informants.”  Providence Journal v. Dep’t of the Army, 981 F.2d 552, 564 (1st Cir. 1989).  And the courts have construed the term quite expansively, in keeping with the clear message sent by the 1986 amendments.  Williams v. FBI, 69 F.3d 1155, 1158 (D.C. Cir. 1995); Ferguson v. FBI, 957 F.2d 1059, 1068 (2d Cir. 1992).

The Supreme Court’s ruling in Dep’t of Justice v. Landano, 508 U.S. 165 (1993), remains the most important exposition of the Exemption.  There the Court ruled that not all information received from sources during the course of criminal investigations is entitled to a “presumption” of confidentiality.  Id. at 175.  Confidentiality, the Court said, must be determined on a case-by-case basis, with the focus on whether the source reasonably believed that the communication would remain confidential, and not on whether the document is the type the agency uses treats as confidential.  See id. at 172, 176.  

Three additional points on Exemption 7(D) warrant attention:

i. The Exemption has been read to provide sweeping protection for confidential sources; both the source’s identity and information that reasonably may found to lead to the disclosure of the source’s identity are protected.  Birch v. Postal Service, 803 F.2d 1206, 1212 (D.C.Cir. 1986); Ferreira v. DEA, 874 F. Supp. 15, 16 (D.C. Cir. 1995); Pollard v. FBI, 705 F.2d 1151, 1155 (9th Cir. 1983).  Source’s identities are protected whenever they have provided information under express assurance of confidentiality or under circumstances from which such an assurance could reasonably be inferred.  Rosenfeld v. Dep’t of Justice, 57 F.3d 803, 814 (9th Cir. 1995); Williams, 69 F.3d at 1159. 

ii. Following Landano, the government may no longer rely simply on a presumption that all persons supplying information to a criminal law enforcement agency like the FBI could be said to be confidential sources.  Nonetheless, the Court did not foreclose the possibility that generic determinations could be made, where “certain circumstances characteristically support an inference of confidentiality.  508 U.S. at 179.  The factors to be applied in making this assessment are “the nature of the crime . . . and the source’s relation to it.”  Id.  The lower courts have followed this requirement strictly, requiring the government to spell out that relationship in some detail, looking especially to the potential for retaliation against the source, and whether the activity relates to serious offenses — like those involving organized crime, drug trafficking, extortion, terrorism, national security, and firearms.  Church of Scientology Int’l v. Dep’t of Justice, 30 F.3d at 234; Hale v. Dep’t of Justice, 99 F.3d 1025, 1033 (10th Cir. 1996).

iii. Because of the nature of the rights Exemption 7(D) is designed to protect, it is not limited in duration, as is the case for Exemption 7(A).  Thus, an informant’s testimony in open court does not constitute a waiver of the government’s right to invoke Exemption 7(D) to protect information not disclosed in his or her testimony.  Jones, 41 F.3d at 249; Davis v. Dep’t of Justice, 968 F.2d 1276, 1281 (D.C. Cir. 1992).  Nor are the protections of the Exemption diminished when the investigation closes or when the prosecution is at an end.  Ortiz, 70 F.3d at 933; Akron Standard Div. of Eagle-Picher Indus. v. Donovan, 780 F.2d 568, 573 (6th Cir. 1986). And, in contrast to Exemption 7(C), the protections of Exemption 7(D) are not diminished with the death of the source.  McDonnell, 4 F.3d at 1258; Schmerler v. FBI, 900 F.2d 333, 339 (D.C. Cir. 1990).

f. Exemption 7(E):  Secret Law enforcement techniques.

Following the 1986 Amendments, Exemption 7(E) now  serves two distinct purposes.

i. Protection of law enforcement techniques — Consistent with its initial language, Exemption 7(E) was intended to shield from disclosure information that could reasonably allow violators of the law to circumvent law enforcement and evade detection.  The focus of this portion of the Exemption is not on the harm that might flow from disclosure, but rather to provide categorical protection to the law enforcement techniques and procedures.  ACLU Found. v. Dep’t of Justice, 833 F. Supp. 399, 407 (S.D.N.Y. 1993); Fisher v. Dep’t of Justice, 772 F. Supp. 7, 12 n.9 (D.D.C. 1991), aff’d mem. 968 F.2d 92 (D.C. Cir. 1992).  To fall within the exemption, the technique or procedure at issue must not be well- known to the public.  For that reason, techniques like wiretapping, mail covers, the use of post office boxes, and the tagging of fingerprints have been denied protection under the exemption.  Rosenfeld v. Dep’t of Justice, 57 F.3d 803, 815 (9th Cir. 1995); Pub. Employees for Envtl. Responsibility v. EPA, 978 F. Supp. 955, 963 (D. Colo. 1997); Dunaway v. Webster, 519 F. Supp. 1059, 1082-83 (N.D. Cal. 1981); Ferguson v. Kelly, 448 F. Supp. 919, 926 (N.D. Ill. 1977).  On the other hand, where the disclosure of even commonly known procedures might diminish their effectiveness, the courts have upheld Exemption 7(E) claims, particularly where the agency sought to withheld the details of how it used the technique for law enforcement efforts.  Bowen v. FDA, 925 F.2d 1225, 1228 (9th Cir. 1991); Hale v. Dep’t of Justice, 973 F.2d 894, 902-3 (10th Cir. 1992); United States v. Van Horn, 789 F.2d 1492, 1508 (11th Cir. 1986).

ii. Protection of Guidelines and Staff Manuals — The 1986 Amendments added a second clause to Exemption 7(E) that protects “guidelines for law enforcement . . . if [their] disclosure could reasonably be expected to risk circumvention of the law.”  5 U.S.C. § 552(b)(7)(E).  The purpose of this amendment was to provide a more solid statutory anchor for efforts to withhold guidelines for prosecution such as those at issue in Jordan v. Dep’t of Justice, 591 F.2d 753, 771 (D.C. Cir. 1978) (en banc).  The Jordan court concluded that the guidelines had to be released, since they were not protectable under either Exemption 7 or Exemption 2.  Subsequently, the D.C. Circuit fashioned the “High 2” concept under Exemption 2 law to justify the withholding of law enforcement manuals.  Crooker v. BATF, 670 F.2d 1051 (D.C. Cir. 1981) (en banc).  Following the 1986 amendments, the courts have typically looked to Exemption 7(E) in cases involving law enforcement manuals; the courts, however, have required agencies to meet their obligation to disclose all reasonably segregable non-exempt information.  PHE, Inc. v. Dep’t of Justice, 983 F.2d 248, 251-52 (D.C. Cir. 1993); Wightman v. BATF, 755 F.2d 979, 982-83 (1st Cir. 1985).  

g. Exemption 7(F):  Endangering the life or physical safety of law enforcement personnel.

This exemption was largely overhauled by the 1986 amendments to the Act.  Although the Exemption previously protected from disclosure matters that would threaten physical danger to law enforcement personnel, particularly undercover agents, the revised exemption provides protection to “any individual” who might be placed in danger by the release of records. 5 U.S.C. § 552(b)(7)(F).

Prior to the amendment, the exemption had been applied to both federal and local law enforcement officials.  Maroscia v. Levi, 569 F.2d 1000, 1002 (7th Cir. 1977).  After the amendments, the courts have applied the broader coverage now offered by the amendment, extending protection not just to law enforcement officers, but to a host of others whose lives or safety might be endangered.  Fedrick v. Dep’t of Justice, 984 F. Supp. 659, 665 (W.D.N.Y. 1997); Badalamenti v. Dep’t of State, 899 F. Supp. 542, 550 (D. Kan. 1995).  Although the protection extended by Exemption 7(F) is, to some extent, overlapping with that afforded by Exemption 7(C), law enforcement agencies prefer to invoke Exemption 7(F) whenever possible, because it, unlike Exemption 7(C), contains no balancing requirement.  Spirko v. Postal Service, 147 F.2d 992, 994 (D.C. Cir. 1998); Fedrick, 984 F. Supp. at 665. 

h. Exclusions from the Act.

Although they are not technically part of Exemption 7, Congress significantly changed the way FOIA deals with three categories of especially sensitive law enforcement information.  Rather than bolstering the protections already afforded law enforcement information in Exemption 7, Congress created three provisions – called “exclusions” under the amended Act – that expressly authorize law enforcement agencies to treat these especially sensitive records “as not subject to the requirements of” the Act.  5 U.S.C. § 552(c)(1), (2), (3).  When documents requested fall within one of the exclusions, the agency will respond by stating that no records responsive to the request exist.  Attorney General’s 1986 Amendments Memorandum, at 18; Benavides v. DEA, 968 F.2d 1243, 1246-48 (D.C. Cir.), modified, 976 F.2d 751, 753 (D.C. Cir. 1992).  Although this procedure is similar to a “Glomar” response, it differs in this respect:  A Glomar response says that the agency refuses to confirm or deny the existence of responsive records; under an exclusion, the agency simply issues a blanket denial.  However, a “no records” response does not insulate the agency from judicial review.  Ogelsby v. Dep’t of the Army, 920 F.2d 57, 67 (D.C. Cir. 1990).  Nonetheless, there has been virtually no litigation over these exclusions, and hence they are simply listed below.

i. Exclusion (c)(1) applies to Exemption 7(A) materials where the investigation involves a possible violation of criminal law and there is reason to believe that (a) the subject of the investigation is unaware that it is ongoing and (b) disclosure of the records could reasonably be expected to interfere with enforcement efforts.

ii. Exclusion (c)(2) applies to requests for information relating to confidential informants.  Where such information has been kept secret by the agency, the agency may invoke the exclusion to treat the records as outside of FOIA.

iii. Exclusion (c)(3) applies to classified records kept by the FBI relating to foreign intelligence, counterintelligence, and terrorism.  So long as the existence of the records remains classified, the agency may treat the records as not subject to FOIA.

8. Exemption 8:  Financial Institutions.

Exemption 8 applies to matters that are “contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the regulation or supervision of financial institutions.”  5 U.S.C. § 552(b)(8).

a. Legislative history -- The legislative history of Exemption 8 indicates that it was intended to protect the security of financial institutions.  S. Rep. No. 89-813, at 10 (1965).  Statements made in congressional hearings on FOIA expressed concern that release of bank examination and operating reports could have two undesirable consequences:  it might undermine public confidence in banks and cause unwarranted withdrawals of deposits and might disrupt the traditionally open exchanges of information between banks and their supervising agencies.  Thus, there appears to be a dual congressional intent behind Exemption 8:  protecting the security of banks and safeguarding the relationship between banks and supervising government agencies.  See Consumers Union of the United States, Inc. v. Heimann, 589 F.2d 531 (D.C. Cir. 1978).

a. Application to “financial institutions” -- While the legislative history of the FOIA does not define such key terms as “financial institution,” courts have held that the exemption covers bank holding companies and similar institutions subject to examination by the Federal Reserve Board, even if they are not lending institutions.  Pub. Citizen v. Farm Credit Admin., 938 F.2d 290, 293-94 (D.C. Cir. 1991); Kaye v. Burns, 411 F. Supp. 897 (S.D.N.Y. 1976).  The exemption has been applied to the FDIC, the Home Loan Bank Board, and the Comptroller of the Currency, as well.  However, courts have split on whether Exemption 8 applies to SEC records pertaining to stock exchange activities.  The first case to address the issue, M.A. Schapiro & Co. v. SEC, 339 F. Supp. 467, 470 (D.D.C. 1972), held the exemption inapplicable to national securities exchanges and broker dealers.  Since then, however, courts have reached the opposite conclusion.  Feshback v. SEC, 5 F. Supp. 2d 774 (N.D. Cal. 1997); Berliner, Zisser, Walter & Gallegos v. SEC, 962 F. Supp. 1348, 1351 (D. Colo. 1997);  Mermelstein v. SEC, 629 F. Supp. 672 (D.D.C. 1986). 

b. “Reports” covered -- The all-inclusive nature of Exemption 8 suggests that all records concerning a bank’s financial condition and operations and in the possession and control of a federal agency responsible for the regulation or supervision of financial institutions are exempt from disclosure.  Gregory v. FDIC, 631 F.2d 896, 898 (D.C. Cir. 1980).  Even records relating to defunct institutions have been held to be protected by Exemption 8.  Berliner, supra.
Exemption 8 has been held to protect examination reports prepared by state banking commissions.  McCullough v. FDIC, 1 Gov’t Dis. Serv. (P-H) 80,194, at 80,495 (D.C.C. 1980).  It has also been found to prevent disclosure of information on consumer complaints filed under the Fair Credit Billing Act at the Comptroller of the Currency.  Consumers Union of the United States, Inc. v. Comptroller of the Currency, 589 F.2d. 531, 534 (D.C. Cir. 1978). 


9. Exemption 9:  Information concerning wells.

Exemption 9 applies to “geological and geophysical information and data, including maps, concerning wells.”  5 U.S.C. § 552(b)(9).

This is the most obscure of the FOIA exemptions, intended to protect from disclosure confidential geological information, such as gas reserve information.  The legislative history of this exemption is extremely sparse.  See H.R. Rep. No. 1497, 89-1497, at 11 (1966).

Exemption 9 has only infrequently been litigated.  One reason may be the likely duplication of protection afforded by Exemption 4.  Nat’l Broad. Co. v. SBA, 836 F. Supp. 121, 124 n.2 (S.D.N.Y. 1993).

One district court rejected an Exemption 9 claim for withholding the number, locations, and depths of an oil company’s proposed uranium exploration drill holes.  The court reasoned that Congress intended the exemption to be limited in scope “only to well information of a technical or a scientific nature.”  Black Hills Alliance v. Forest Service, 603 F. Supp. 117, 122 (D.S.D. 1984).

II. Judicial Review

A. Jurisdiction

1. United States district courts have jurisdiction to enjoin an agency from withholding agency records and to order production of any records improperly withheld. 5 U.S.C. § 552 (a)(4)(B).  

a. The Supreme Court clarified the elements of this section as requiring a showing that an agency has (1) “improperly” (2) “withheld” (3) “agency records.”  Kissinger v. Reporters Comm. for Freedom of the Press, 445 U.S. 136, 150 (1980).  When an agency refused to release documents because of an outstanding court order enjoining their release, the Supreme Court held that these documents had not been “improperly withheld.” GTE Sylvania, Inc. v. Consumers Union of the United States Inc.,  445 U.S. 375, 386 (1980); but see Morgan v. Dep’t of Justice, 923 F.2d 195 (D.C. Cir. 1991) (records sealed in criminal proceeding available under FOIA); Lykins v. Dep’t of Justice, 725 F.2d 1445 (D.C. Cir. 1984) (documents withheld under court policy of withholding presentence reports subject to FOIA). 

b. In addition to defending on the grounds that administrative remedies were not exhausted or that records were not improperly withheld, the government has also argued that cases should be dismissed as moot because records were released after the complaint was filed.  See Perry v. Block, 684 F.2d 121 (D.C. Cir. 1982); Kennecott Utah Copper Corp. v. Dep’t of the Interior, 88 F.3d 1191, 1202 (D.C. Cir. 1996). 

2. There is some support for the position that federal courts also have the power to review refusals to publish information required by section 552(a)(1) and refusals to make information available for public inspection and copying, as required by section 552(a)(2).  Smith v. NTSB, 981 F.2d 1326 (D.C. Cir. 1993); Vietnam Veterans of America v. Dep’t of the Navy, 875 F.2d 350 (D.C. Cir. 1989); but see Tax Analysts v. IRS, 117 F.3d 607, 610 (D.C. Cir. 1997); Kennecott Utah Copper Corp., 88 F.3d at 1202.    

3. Section 552 (a)(4)(A)(vii) of FOIA, added by the 1986 amendments, explicitly provides for judicial review of fee issues.  Courts have jurisdiction over whether an agency has charged excessive fees for a FOIA request and whether the agency properly denied a fee waiver request.  This section codifies the pre-amendment practice of courts in reviewing these claims.  Carney v. Dep’t of Justice, 19 F.3d 807, 813 (2d Cir. 1994); Vennes v. IRS, 890 F.2d 419 (8th Cir. 1989); Nat’l Security Archive v. Dep’t of Defense, 880 F.2d 1381 (D.C. Cir. 1989).

B. Exhaustion of Administrative Remedies

1. FOIA requesters must exhaust administrative remedies before filing FOIA suits.  A requester “shall be deemed to have exhausted his administrative remedies . . .  if the agency fails to comply with the applicable time limit provisions.”  5 U.S.C. § 552 (a)(6)(C).  However, the Act permits requesters to treat an agency’s failure to comply with the Act’s specific time limits as a constructive denial of the request and hence an exhaustion of remedies.  See id. For instance, if an agency fails to respond to an initial request within 20 working days, the requester is deemed to have exhausted his administrative remedies and may sue.  Pollack v. Dep’t of Justice, 49 F.3d 15, 118-19 (4th Cir. 1995); Spannus v. Dep’t of Justice, 824 F.2d 52, 57-59 (D.C. Cir. 1987).  If, however, the agency responds prior to the filing of suit (although beyond the 20 working days permitted for a response to an initial request), the requester is then obligated to pursue an administrative appeal prior to initiating litigation.  Oglesby v. Dep’t of the Army, 920 F.2d 57, 63-64 (D.C. Cir. 1990).  

2. Even if an agency fails to meet the time limits and the requester brings suit, courts may stay the litigation, retain jurisdiction, and allow the agency additional time to process the request if the agency can show “exceptional circumstances exist and the agency is exercising due diligence in responding to the request.”  5 U.S.C. § 552(a)(6)(C).  

a. Prior to the EFOIA Amendments, courts had ruled that a massive backlog of FOIA requests in an agency with inadequate resources to process them within the time deadlines constituted “exceptional circumstances,” justifying additional processing time.  Open Am. v. Watergate Special Prosecution Force, 547 F.2d 605 (D.C. Cir. 1976).  

b. The EFOIA amendments of 1996 tightened the standards for obtaining a stay of proceedings on Open America grounds by defining the term “exceptional circumstances” to limit stays to where an agency can demonstrate that it “is deluged with a volume of requests for information vastly in excess of that anticipated by Congress [and] when the existing resources are inadequate to deal with the volume of such requests within the time limits” of the Act.  See Pub. L. No. 104-231, § 7(c), 110 Stat. 3028 (1996) (codified as amended at 5 U.S.C. § 552(a)(6)(C)(ii)).  As a result of the amendment, some courts are scrutinizing agency claims that long processing delays are warranted.  E.g., Fiduccia v. Dep’t of Justice, 185 F.3d 1035, 1040 (9th Cir. 1999). 

C. Statute of limitations

Although FOIA itself contains no statute of limitations, the courts have ruled that the general federal statute of limitations, 28 U.S.C. § 2401(a) (2000), which is six years, applies to FOIA suits and begins to run once the requester has constructively exhausted his administrative remedies.  Spannaus v. Dep’t of Justice, 824 F.2d 52 (D.C. Cir. 1987).

D. Venue

Proper venue for a FOIA action is in the federal district court for the district in which the plaintiff resides, or has his principal place of business, or in which the agency records are situated, or in the District of Columbia.  5 U.S.C. § 552(a)(4)(B).  The inclusion of the District of Columbia was added by the 1974 Amendments for the purpose of giving plaintiffs an opportunity to go before a court with “substantial expertise” in working with the Act.  S. Rep. 93-854, at 12-13 (1974); Matlock, Inc. v. EPA, 868 F. Supp. 627, 630 (D. Del. 1994). 

E. Burden of Proof

1. In FOIA litigation before the district court, the agency always has the burden of proving that the records in question or any parts withheld are exempt from disclosure.  5 U.S.C. § 552(a)(4)(B); Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749, 755 (1989);  Fed. Open Market Comm. v. Merrill, 443 U.S. 340 (1979). This burden is placed on the agency because of its superior knowledge of the contents of records and of the reasons for nondisclosure.  If the burden were placed on the requester to prove that documents – which he had never seen – did not fall within any exemptions, this would defeat the disclosure policy of the FOIA.

2. In addition to its burden of proving that records are exempt from disclosure, an agency in FOIA litigation also has the burden of proving that each document requested either has been produced, is unindentifiable, or is wholly exempt from disclosure.  Summers v. Dep’t  of Justice 140 F.3d 1077, 1080 (D.C. Cir. 1998); King v. Dep’t of Justice, 830 F.2d 210, 217 (D.C. Cir. 1987).  An agency cannot meet its burden of proof with conclusory allegations; it must show by specific evidence that the documents are exempt from disclosure under one or more of the applicable exemptions.  See id.
F. De Novo Review

Agency decisions to withhold information are reviewed de novo by the courts in FOIA cases to determine whether the withholding is improper.  5 U.S.C. § 552(a)(4)(B); Washington Post Co. v. Dep’t of State, 840 F.2d 26, 29-35 (D.C. Cir. 1988), vacated on other grounds, 898 F.2d 793 (D.C. Cir. 1990).  Agency findings, therefore, are accorded no presumption of correctness.  Mead Data Central, Inc. v. Dep’t of the Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977).  Factual disputes regarding the withheld materials are determined by the courts through use of testimony, submission of affidavits of government officials, submission of detailed descriptions of the documents, or in camera review of the documents themselves.  Congress accorded requesters de novo review in FOIA cases in recognition of the natural self-protective inclination of agencies to withhold information form the public.  Thus courts were given authority to review withholding of documents to insure that the decision regarding the propriety of the agency’s action is made by the court itself, without deference to the agency’s decision-making. Ray v. Turner, 587 F.2d 1187 (D.C. Cir. 1987).

G. “Vaughn” Statements

1. Courts usually require agencies in FOIA litigation to provide the requester with a detailed explanation of why the agency refuses to disclose requested documents.  This statement is commonly referred to as a “Vaughn index,” after the case that established this requirement. Vaughn v. Rosen 484 F.2d 820 (D.C. Cir. 1973).  The Vaughn index is not a conclusory or generalized claim of exemption, but must include:  (1) an itemization and description of the records withheld; (2) a detailed justification for the claim of exemption; and (3) an index cross-referencing the justification with the record or portion thereof to which it applied.  See id.  The description of the document should be as detailed as possible without actually revealing the exempt material.  King v. Dep’t of Justice, 830 F.2d 210, 217-18 (D.C. Cir, 1987); Darvin v. Dep’t of Justice, 60 F.3d 1043, 1065 (3d Cir. 1995).

2. There are four basic reasons for requiring a Vaughn index.  First, providing such a statement to a requester helps redress the severe handicap the requester faces in arguing about the legal status of documents he has never seen.  Second, the Vaughn index, which provides a description and withholding justification for each segregable portion of each document withheld, helps enforce FOIA’s segregation requirement.  Third, the statement helps relieve a burden that would otherwise be imposed on the courts where a large volume of documents are involved.  Finally, the statement helps counteract the tendency of agencies to claim the widest exemption of the largest possible amount of material.  See Vaughn v. Rosen, supra; Trans-PAC Policing Agreement v. U.S. Customs Serv., 177 F.3d 1022, 1028 (D.C. Cir. 1999); Kimberlin v. Dep’t of Justice, 139 F.3d 944, 950 (D.C. Cir.); Steinberg v. Dep’t of Justice, 23 F.3d 548, 552 (D.C. Cir. 1994).

3. Courts have discretion to refuse a requester’s motion seeking a Vaughn index.  In one case, for example, the court found a Vaughn index unnecessary because the court had already examined records in camera, and they were not complicated or diverse in nature. Fiduccia v. Dep’t of Justice, 185 F.3d 1035, 1042-43 (9th Cir. 1999).  Other courts have held that the government is not necessarily required to file a Vaughn index in Exemption 7 cases where the government can show that a detailed description of the withheld records could itself interfere with prospective law enforcement proceedings.  Solar Sources, Inc. v. United States, 142 F.3d 1033, 1040 (7th Cir. 1998); In re Dep’t of Justice, 999 F.2d 1302, 1309 (8th Cir. 1993) (en banc); Curran v. Dep’t of Justice, 813 F.2d 473, 475 (1st Cir. 1987).

4. Several courts have accepted the use of coded indices where documents being withheld under FOIA exemptions are categorized by a particular and specific rationale.  Courts have accepted these types of coded index because the format effectively serves the same purpose as the Vaughn index.  In re Dep’t of Justice, 999 F.2d at 1309; Delaney, Migdail & Young, Chartered v. IRS, 826 F.2d 124, 128 (D.C. Cir. 1987); King, 830 F.2d at 221. With respect to Exemption 7 (A), courts have accepted the coded format so long as the categories are defined functionally and the agency explained how disclosure of the documents would lead to interference in law enforcement proceedings.  See id.
5. In cases where the Vaughn index itself might reveal the information in question or otherwise disclose protected information, submission of the index for in camera review may be appropriate.  Compare Hayden v. NSA, 608 F.2d 1381, 1385 (D.C. Cir. 1979) (permitting in camera inspection in lieu of Vaughn index), with Weiner v. FBI, 943 F.2d 972, 979 (9th Cir. 1991) (rejecting that approach).

H. In Camera Inspection

1. In camera inspection is a procedure by which the judge may examine, in chambers, material argued to be confidential.  The 1974 FOIA Amendments specifically provided courts with the power to conduct an in camera review of disputed information to determine whether it is properly exempt from disclosure.  5 U.S.C. § 552(a)(4)(B).  The purpose of in camera review is to allow examination of the agency’s claim to entitlement to secrecy without disclosing the records to the requestor.  

2. The Supreme Court has held that courts have wide latitude to determine when in camera review is proper.  United States v. Landano, 508 U.S. 165, 180 (1993).  Typically, in camera inspection occurs only after the government has submitted as detailed public affidavits and testimony as possible.  Quinon v. FBI, 96 F.3d 1222 (D.C. Cir. 1996); Weiner v. FBI, 943 F.2d at 979.  

3. The 1974 FOIA Amendments made clear that in camera inspection is appropriate in cases involving claims of Exemption 1.  However, even in these cases, whether and how to conduct the in camera inspection of disputed documents is a matter within the sound discretion of the court. Ray v. Turner, 587 F.2d 1187 (D.C. Cir. 1978).

4. Once a court has decided to conduct an in camera inspection, it may decide to review only a sampling of the documents, Bonner v. Dep’t of State, 928 F.2d 1148 (D.C. Cir. 1991), or may appoint a special master to assist in their examination, Vaughn, 484 F.2d at 820.  The court may also conduct an in camera inspection of agency affidavits in certain limited circumstances. Doyle v. FBI, 722 F.2d 554, 556 (9th Cir. 1983); Allen v. CIA, 636 F.2d 1287, 1298 n.63 (D.C. Cir. 1980).

I. Discovery

1. Although discovery is nominally available in FOIA cases, courts have generally placed severe restrictions on the plaintiff’s ability to engage in discovery.  As noted above, courts generally require the agency to prepare a detailed Vaughn index, and many courts believe that ordinarily the plaintiff needs no discovery beyond the Vaughn affidavit.  Safecard Servs. v. SEC, 926 F.2d 1197, 1200 (D.C. Cir. 1991).  

2. Courts have permitted discovery to determine the scope of the agency’s search for responsive records.  Ruotolo v. Dep’t of Justice, 53 F.3d 4, 11 (2d Cir. 1995); Krikorian v. Dep’t of State, 984 F.2d 461 (D.C. Cir. 1993).  Likewise, discovery has been permitted in cases where there are factual questions on whether the agency’s exemption claim is well founded.  Local 3, Int’l Bhd. Of Elec. Workers v. NLRB, 845 F.2d 1177, 1179 (2d Cir. 1988).  And at least one court has held that district courts have an affirmative duty to ensure that the government has adhered faithfully to the Act’s segregation requirement.  Trans-Pacific Policing Agreement v. U.S. Customs Serv., 177 F.3d 1022, 1028 (D.C. Cir. 1999).  However, courts typically delay permitting plaintiff discovery until factual issues emerge following the submission of the government’s summary judgment motion.  Miscavige v. IRS, 2 F.3d 366, 369 (11th Cir. 1993); Carney v. Dep’t of Justice, 19 F.3d 807, 812 (2d Cir. 1993).  If factual issues come to light, then courts generally permit plaintiffs discovery.  Gilmore v. Dep’t of Energy, 33 F. Supp 2d. 1184, 1190 (N.D. Cal. 1998); Judicial Watch, Inc. v. Dep’t of Commerce, 34 F. Supp 2d. 28, 46 (D.D.C. 1998); Long v. Dep’t of Justice, 10 F. Supp 2d. 205, 210 (N.D.N.Y. 1998); Armstrong v. Bush, 139 F.R.D. 547, 553 (D.D.C. 1991).  

3. Discovery may not be had, however, where the plaintiff is seeking to obtain information that is contained in the withheld records,  Pollard v. FBI, 705 F.2d 1151, 1154 (9th Cir. 1983), or to question investigatory activities undertaken by the agency.  RNR Enters. v. SEC, 122 F.3d 93, 98 (2d Cir. 1997).  District judges are accorded wide latitude in determining the permissible scope of discovery.  Grand Cent. P’ship, Inc. v. Cuomo, 166 F.3d 473, 489 (2d Cir. 1999); Safecare Servs. v. SEC, 926 F.2d 1197, 1200 (D.C. Cir. 1991).

J. Attorney’s Fees and Costs

1. The 1974 FOIA Amendments provided for the award of attorney’s fees and costs to a requester who prevails in the action.  Section 552 (a)(4)(E) provides that “the court may asses against the United States reasonable attorney fees and other litigation costs reasonably incurred in any case under this section in which the complainant has substantially prevailed.”  This language was added to encourage individuals to seek judicial review where requests for information are denied.  The Senate bill would have made award of fees and costs dependent on four criteria: (1) the public benefit, if any, deriving form the case; (2) the commercial benefit to the plaintiff; (3) the nature of the plaintiff’s interest in the record sought; and (4) whether the government’s withholding of the records has a reasonable basis in law.  S. 2543, 93d Cong., 2d Sess.  Although these criteria were not included in the Conference report, many courts still consider them in determining whether a plaintiff who has substantially prevailed should be awarded attorney’s fees and costs.  Cox v. Dep’t of Justice, 601 F.2d 1, 7 (D.C. Cir. 1979).  In Blue v. Bureau of Prisons, 570 F.2d 529, 532 (5th Cir 1978), the Fifth Circuit held that all four of these criteria must be weighed by a court in determining whether to award fees.  The D.C. Circuit appears to take a more restrictive view.  Cotton v. Heyman, 63 F.3d 1115, 1123 (D.C. Cir. 1997).  

2. Even if the plaintiff obtains the release of records, an award of fees is not automatic.  A plaintiff must show as well that an award of fees meets the factors outlined in the Senate Report, consistent with the general purpose of the FOIA fee provision, which is to encourage FOIA requesters to enforce the law.  Texas v. ICC, 935 F.2d 728, 731 (5th Cir. 1991).  The first factor to be considered is whether the disclosure of records benefits the public.  Chesapeake Bay Found. v. USDA, 108 F.3d 375, 377 (D.C. Cir. 1997); Cotton v. Heyman, 63 F.3d at 1120.  The second factor – the commercial benefit to the plaintiff – requires an examination into whether the plaintiff had private economic incentives to litigate the case.  Tax Analysts v. Dep’t of Justice, 965 F.2d 1092, 1094 (D.C. Cir. 1992).  The third factor – the nature of the plaintiff’s interest in the records – militates in favor of a fee award where the plaintiff had a public, as opposed to private, purpose for requesting the records.  Id.  The final factor – the reasonableness of the agency’s withholding – counsels against a fee award where the agency had a strong position on the merit.  Cotton v. Heyman, 63 F.3d at 1117; Chesapeake Bay Found. v. USDA, 11 F.3d 211, 216 (D.C. Cir. 1993).  The D.C. Circuit has suggested that where the prevailing plaintiff has failed to show a general public interest in the records, the inquiry should end and the plaintiff denied a fee.  Cotton, 63 F.3d 1115.

3. It is not necessary that all requested documents be released for the plaintiff to have “substantially prevailed” in his FOIA litigation.  The plaintiff, however, must obtain significant relief.  Union of Concerned Scientists v. NRC, 824 F.2d 1219, 1226 (D.C. Cir. 1987).  To recover fees, the plaintiff must show that the quantity and quality of the information released justifies a fee award.  Katz v. Dep’t of Justice, 498 F. Supp. 177, 185 (D.D.C. 1979); cf.  Cook v. Watt, 597 F. Supp. 552, 555 (D. Alaska 1984).  Even where no documents are released, however, the requester may be deemed to have “substantially prevailed” if the suit compels an agency to comply with the law.  Crooker v. Parole Comm’n, 776 F.2d 366, 367 (1st Cir. 1985); Halperin v. Dep’t of State, 565 F.2d 699, 706 n.11 (D.C. Cir. 1977).  

4. For a plaintiff to “substantially prevail,” the litigation must have had a substantially causative effect on the release of information by the agency.  Weisberg v. Dep’t of Justice, 745 F.2d 1476, 1496 (D.C. Cir. 1984).  Although a court order compelling disclosure is not required, the plaintiff must prove that the prosecution of the litigation was reasonably necessary to obtain the requested records and that a causal nexus exists between the suit and the agency’s disclosure of records.  Maynard v. CIA, 986 F.2d 547, 567 (1st Cir. 1993); Vt. Low Income Advocacy Council, Inc. v. Usery, 546 F.2d 509 (2d Cir. 1976); O’Neill, Lysagth & Sun v. DEA, 951 F. Supp. 1413, 1423 (C.D. Cal. 1996).  

5. The starting point in setting a fee award is to multiply the number of hours reasonably expended by a reasonable hourly rate; the resulting sum is called the “lodestar.”  Hensley v. Eckerhart, 461 U.S. 424, 433 (1982); Nat’l Ass’n of Concerned Veterans v. Sec’y of Defense, 675 F.2d 1319 (D.C. Cir. 1982).  Counsel must justify the requested hourly rates and detail the hours reasonably spent on the litigation through detailed  affidavits.  See id.; Copeland v. Marshall, 641 F.2d 880, 891 (D.C. Cir. 1980) (en banc).  In the D.C. Circuit, the courts rely heavily on a matrix of prevailing hourly rates compiled annually by the United States Attorney’s office.  Laffey v. Northwest Airlines, 746 F.2d 3, 24-25 (D.C. Cir. 1984); Covington v. District of Columbia, 57 F.3d 1101, 1109 (D.C. Cir. 1995) (applying Laffey rates).

6. Although initially some courts suggested that nonlawyers might collect fees as prevailing parties under the FOIA fee provision, Crooker v. Dep’t of the Treasury, 663 F.2d 140 (D.C. Cir. 1980), the Supreme Court’s decision in Kay v. Ehrler, 499 U.S. 432 (1991), has been uniformly read to preclude an award to pro se litigants in FOIA cases.  Burka v. HHS, 142 F.3d 1286, 1290 (D.C. Cir. 1998); Ray v. Dep’t of  Justice, 87 F.3d 1250, 1252 (11th Cir. 1996).

7. The Ninth Circuit has held that district courts have the authority to order immediate payment of “interim” attorneys fees because such payments “so clearly further the purpose of the FOIA fee provision.”  Rosenfeld v. United States, 859 F.2d 717 (9th Cir. 1988).

K. Sanctions

1. The 1974 amendments to the FOIA included a new provision allowing the imposition of sanctions against employees of an agency failing to comply with the FOIA under certain circumstances.  5 U.S.C. § 552(a)(4)(F).  The Act provides that a proceeding for sanctions may be initiated by the Special Counsel of the Merit System Protection Board where:  (1) the court orders production of an agency record improperly withheld; (2) the court assesses reasonable attorney’s fees and other litigation costs against the government; and (3) the court issues a written finding that the circumstances surrounding the withholding suggest that agency personnel acted arbitrarily and capriciously.  All three of these criteria must be met.  Judicial Watch, Inc. v. Dep’t of Commerce, 34 F. Supp. 2d. 28, 43 n.9 (D.D.C. 1998).

2. Although a number of courts have chastised agencies for ignoring or attempting to subvert requirements of the FOIA, in only one case has the court made the requisite finding and referred the case for a sanction determination.  Holly v. Acree, Civ No. 75-2116 (D.D.C. March 30, 1976), on motion for attorney’s fees, 72 F.R.D. 115 (D.D.C. 1976), aff’d mem. sub nom., Holly v. Chasen, 569 F.2d 160 (D.C. Cir. 1977), on motion for attorney’s fees, (D.D.C. Feb. 2, 1979), rev’d 639 F.2d 795 (D.C. Cir.).  In Holly the court found that the agency failed to respond to the requester’s initial request, failed to respond to his numerous appeals, delayed in releasing initial materials with deletions, and failed to provide proper justifications for the deletions made. See id. 

3. Even where a court has occasionally agreed that circumstances surround-ing a withholding may have been arbitrary or capricious, a requester’s motion for sanctions has been denied.  Compare Shanen v. Dep’t of Justice, 798 F.2d 348, 350 (9th Cir. 1986), with Ellis v. United States, 941 F. Supp. 1068, 1081 (D. Utah 1996).

III. Suits to Enjoin Disclosure (“Reverse-FOIA” Cases) 

A. Introduction

In addition to information generated by and pertaining exclusively to the activities of the government, federal agencies collect and maintain vast amounts of information concerning individuals, businesses, and other nongovernmental entities. These are "agency records" and are subject to the same mandatory disclosure requirements applicable to all agency records, subject to the nine FOIA exemptions.

1. Parties who have provided information to the government ("submitters") routinely learn that an agency intends to disclose information, pursuant to a FOIA request, that the submitter believes would reveal trade secrets or other confidential commercial information.  Since 1987, Executive Order 12,600 has required agencies to adopt procedures affording predisclosure notification to submitters of confidential commercial information.  (See III. C. below.)  Submitters have brought suit to enjoin disputed disclosures, based on a wide variety of legal theories.  

2. These actions, commonly referred to as "reverse-FOIA" cases, are in fact suits brought under the judicial review section of the Administrative Procedure Act, 5 U.S.C. § 702 (2000), seeking to enjoin a proposed agency action as being arbitrary or  not authorized by law.  The legitimacy of such an action was recognized by the Supreme Court in Chrysler Corp. v. Brown, 441 U.S. 281 (1979).

3. The state of the law prior to the Chrysler decision is discussed in three comprehensive articles.  Campbell, Reverse Freedom of Information Act Litigation:  The Need for Congressional Action,  67 Geo. L.J. 103 (1978); Clement, The Rights of Submitters to Prevent Agency Disclosure of Confidential Business Information:  The Reverse Freedom of Information Act Lawsuit, 55 Texas L. Rev. 587 (1977);  O’Reilly, Government Disclosure of Private Secrets Under the Freedom of Information Act, 30 Business Lawyer 1125 (1975).  See also Freedom of Information Act Requests for Business Data and Reverse FOIA Lawsuits, H.R. Rep. No. 95-1382 (1978).

B. The Chrysler Decision

1. The Chrysler case began when the Defense Department notified Chrysler that FOIA requests  had been made of certain affirmative action plans and compliance review reports and other employment-related information pertaining to several of the company’s facilities.  Chrysler objected to the disclosure, citing the Trade Secrets Act, the Civil Rights Act, several FOIA exemptions, and regulations of the Office of Federal Contract Compliance Programs (OFCCP).  

2. The Department rejected Chrysler's objections and informed the company that because of FOIA’s time constraints, the documents would be released “five working days after your receipt of this letter.”  

3. Chrysler had commenced suit when it received notification of one of the agency's disclosure determination; it then amended its complaint to include a challenge to that subsequent determination.  Chrysler's amended complaint contained three counts:  (1) that disclosure of the disputed material would be unlawful under Exemptions 3, 4, 5, and 7 of the FOIA and under other applicable statutes; (2) that disclosure would be an abuse of agency discretion as contrary to various OFCCP regulations; and (3) that the FOIA and OFCCP disclosure rules, as applied to Chrysler, would violate due process in that they afforded no meaningful right to be heard relating to disclosure of the disputed information.   

4. Over the government's objections, the district court held a trial de novo and then permanently enjoined disclosure of certain portions of the disputed materials on the rationale that the materials fell within Exemption 4 of the FOIA and within the Trade Secrets Act.  The parties cross-appealed, and the Third Circuit held, in Chrysler Corp. v. Schlesinger, 565 F.2d 1172 (3d Cir. 1977):

a. Neither the FOIA nor the Trade Secrets Act creates a cause of action for suits to enjoin FOIA disclosure;

b. disclosure constraints of other statutes cited were inapplicable to the facts of the case;

c. OFCCP regulations pertaining to the disputed materials were sufficient "authorization by law" to avoid the proscriptions of the Trade Secrets Act; and

d. review of the contested disclosure decision was available under the APA.

5. The Supreme Court, in a unanimous opinion, vacated and remanded the case, holding:

a. The FOIA is exclusively a disclosure statute (its exemptions are not mandatory bars to disclosure), and the Act affords no private right of action to enjoin agency disclosure.  "[T]he congressional concern was with the agency's need or preference for confidentiality; the FOIA by itself  protects the submitters' interest in confidentiality only to the extent that this interest is endorsed by the agency collecting the information."  441 U.S. at 292-93 (emphasis added).

b. Assuming that the disputed materials do fall within the provisions of the Trade Secrets Act (the district court had so held; the circuit court did not reach that issue, but assumed the applicability of Exemption 4), disclosure pursuant to the cited OFCCP regulations would not be sufficient "authorization" because there is not a close nexus between the authority for the promulgation of the disclosure regulations and the regulations adopted and because the OFCCP regulations had been adopted without APA notice and comment procedures.

c. The Trade Secrets Act does not afford a private right of action to enjoin agency FOIA disclosure.

d. On the particular facts of the case, a disclosure determination involving application of the Trade Secrets Act is an agency action reviewable under the APA.  

6. Since the Third Circuit had not decided whether FOIA exemptions or the Trade Secrets Act applied to the materials in question, the Court remanded the case for determination "whether contemplated disclosures would violate the prohibitions of § 1905."

7. The following issues appear to have been resolved by Chrysler:

a. As a disclosure statute, FOIA places no constraints on release of information held by government agencies.  FOIA’s exemptions are permissive, not mandatory.

b. Collateral law may constrain agency discretion to make discretionary disclosures under the FOIA.

c. The submitter of information subject to a FOIA request may bring suit for review of the agency's determination to disclose the data.  The submitter has a legally cognizable interest in the information it has provided to government agencies.

d. Agency disclosure regulations will not pass muster as being "authorized by law" under the Trade Secrets Act unless they have been promulgated in accordance with the rulemaking procedure set forth in 5 U.S.C. § 553(b) (2000).

e. Where the challenged disclosure determination is otherwise reviewable under the APA, jurisdiction is properly found in 28 U.S.C. § 1331 (2000).

8. Issues unresolved by Chrysler:

a. Standard of Review:  The Supreme Court did not indicate whether judicial review shall be de novo or on the administrative record, although the Court intimated that “ordinarily” the APA standard should apply.  441 U.S. at 318.  Post-Chrysler, the courts have uniformly held that judicial review in reverse-FOIA cases should be APA-arbitrary and capricious review, based on the administrative record.  Campaign for Family Farms v. Glickman, 200 F.3d 1180, 1184 (8th Cir. 2000); Reliance Electric Co. v. CPSC, 924 F.2d 274, 277 (D.C. Cir. 1991); Pacific Architects & Eng’rs v. Department of State, 906 F.2d 1345, 1348 (9th Cir. 1990); Acumenics Research & Tech. v. Dep’t of Justice, 843 F.2d 800, 804-805 (4th Cir. 1988); CNA Fin. Corp. v. Donovan, 830 F.2d 1132, 1162 (D.C. Cir. 1987).  Under this approach, de novo review is limited to cases where the agency’s administrative procedures are “severely defective.”  National Organization for Women v. Social Security Admin., 736 F.2d 727 (D.C. Cir. 1984); see also id., at 745 (McGowan & Mikva, JJ., concurring).  Cf., McDonnell Douglas Corp. v. Widnall, 57 F.3d 1162, 1167 (D.C. Cir. 1995).  The absence of an administrative appeal process does not mean that the agency’s procedures are deficient.  Pacific Architects & Eng’rs, 906 F.2d 1348.  Nor is the agency obligated to set forth its reasoning favoring disclosure in detail.  TRIFID Corp. v. National Imagery & Mapping Agency, 10 F. Supp. 2d 1087, 1093 (E.D. Mo. 1998).  And agencies will be permitted to submit affidavits that help explain the administrative process to the reviewing court.  Hercules, Inc. v. Marsh, 839 F.2d 1027, 1030 (4th Cir. 1988); McDonnell Douglas Corp. v. EEOC, 922 F. Supp. 235, 238 n.2 (E.D. Mo. 1996).  But agency affidavits cannot advance in court justifications not raised at the administrative level.  AT&T Info. Sys. v. GSA, 810 F.2d 1233, 1236 (D.C. Cir. 1987).  The courts have often remanded cases to agencies for the development of a more complete record.  General Elec. Corp. v. NRC, 750 F.2d 1394, 1403 (7th Cir. 1984); Occidental Petroleum Corp. v. SEC, 873 F.2d 325, 342 (D.C. Cir. 1989).  Agency decisions that are arbitrary or contrary law will not be upheld.  McDonnell Douglas Corp. v. EEOC, 922 F. Supp. 235, 241-42 (E.D. Mo. 1996); Cortez III Serv. Corp. v. NASA, 921 F. Supp. 8, 13 (D.D.C. 1996).

b. Burden of Proof.  The Chrysler Court did not resolve the question of burden of proof.  The law is now clear that in a reverse-FOIA case the party seeking to prevent the disclosure of information that the government is willing to make public bears the burden of justifying nondisclsoure.  Frazee v. Forest Service, 97 F.3d 367, 371 (9th Cir. 1996); Occidental Petroleum Corp. v. SEC, 873 F.2d 325, 342 (D.C. Cir. 1989); TRIFID Corp., 10 F. Supp. 2d at 1097; Martin Marietta Corp. v. Dalton, 974 F. Supp. 37, 40 n.4 (D.D.C. 1997).

c. Reverse FOIA Cases to Protect Allegedly Confidential Business Information.  Perhaps the most important questions explicitly left open by Chrysler were the “relative ambits” of the Trade Secrets Act and Exemption 4, and whether the Trade Secrets Act qualified as an Exemption 3 statute.  441 U.S. at 391 n.49.  These questions have now been resolved.

With regard to the Trade Secrets Act and Exemption 3, the D.C. Circuit has squarely held that the Trade Secrets Act does not qualify as an Exemption 3 statute, under either of that exemption’s subparts, since it bars only the “unauthorized” disclosure of information. CNA Fin. Corp. v. Donovan, 830 F.2d at 1134.

With respect to the respective ambits of the Trade Secrets Act and Exemption 4, the D.C. Circuit ruled that the Act’s scope is “at least co-extensive with that of Exemption 4.”  CNA, 830 F.2d at 1120; accord Barholdi Cable Co. v. FCC, 114 F.3d 274, 279 (D.C. Cir. 1997).  Thus, when information falls within Exemption 4, the government generally is precluded from releasing it due to the provisions of the Trade Secrets Act.  Bartholdi, 114 F.3d at 281; Pacific Architects & Eng’rs, 906 F.2d at 1347; McDonnell Douglas Corp. v. NASA, 895 F. Supp. 319, 322 n.4 (D.D.C. 1995).  The only exception would be where a statute or properly promulgated regulation authorized the agency to release the information.  RSR Corp. v. Browner, 924 F. Supp. 504, 512 (S.D.N.Y. 1996); see also Bartholdi, 114 F.3d at 281-82; South Hills Health Sys. v. Bowen, 864 F.2d 1084, 1093 (3d Cir. 1988).  On the other hand, where information falls outside the scope of Exemption 4, it is not protected from disclosure by the Trade Secrets Act.  Frazee v. Forest Service, 97 F.3d 367, 373 (9th Cir. 1996); CNA, 830 F.2d at 1152 n.139. 
C. Predisclosure Notification
1. FOIA itself contains no requirement governing predisclosure notification to submitters.  To fill the gap, Executive Order 12,600, issued on June 23, 1987, sets out notification requirements applicable to all Executive agencies.  3 C.F.R. 235 (1988), reprinted in 5 U.S.C. § 552 note (1994); see also 52 Fed. Reg. 23,781 (June 23, 1987).  Modeled after proposed legislation that failed enactment in 1986 (see H.R. Rep. No. 99-832 (1986)), the Order requires agencies to issue regulations providing for notice to submitters of "confidential commercial information" and for receipt of their objections to disclosure. 

2. Individual agency regulations govern precise notification procedures.  Agencies must give submitters reasonable time to object to disclosure of any of the requested material.  Exec. Order 12,600 § 4; McDonnell Douglass Corp. v. NASA, 895 F. Supp. 319, 323 (D.C.C. 1995).

3. In the wake of Critical Mass Energy Project v. NRC, 975 F.2d 871 (D.C. Cir. 1992)(en banc), holding that Exemption 4 presumptively shields from disclosure information voluntarily submitted to the government that is customarily not released to the public by the submitting party, agencies have had to ensure that their procedures permit the consideration of whether the submission was in fact “voluntary.”  McDonnell Douglas Corp. v. EEOC, 922 F. Supp. 235, 241 (E.D. Mo. 1996); Cortez III Serv. Corp. v. NASA, 921 F. Supp. 8, 13 (D.D.C. 1996).

4. Nothing in the Executive Order requires agencies to give submitters a hearing prior to the release of information.  CNA Financial Corp. v. Donovan, 830 F.2d at 1159; TRIFID Corp., 10 F. Supp. 2d at 1093-94; cf. Federal Elec. Corp. v. Carlucci, 687 F. Supp. 1, 5 (D.D.C. 1988), aff’d. 866 F.2d 1530 (D.C. Cir. 1989).

IV. Federal Advisory Committee Act

A. Introduction

The Federal Advisory Committee Act (FACA), Pub. L. No. 92-463, 86 Stat. 770 (1972), 5 U.S.C.A. app. II, was enacted in 1972 to regulate the formation and operation of advisory committees (defined below) by Executive branch agencies.  Congress enacted FACA “to control the advisory committee process and to open to public scrutiny the manner in which government agencies obtain advice from private individuals.”  Nat’l Anti-Hunger Coalition v. Executive Comm. of the President’s Private Sector Survey on Cost Control, 711 F.2d 1071, 1072 (D.C. Cir. 1983); see also Pub. Citizen v. Dep’t of Justice, 491 U.S. 440, 459 (1989).  Advisory committees can “aid the [government] decision makers in choosing the direction of government behavior.”  Judicial Watch v. Clinton, 76 F.3d 1232, 1234 (D.C. Cir. 1996).  Prior to FACA, the functioning of federal advisory committees was governed by Executive Order 11,007, 27 Fed. Reg. 1,875 (1962); FACA was passed to protect against undue influence by special interest groups over government decisionmaking.  H.R. Rep. No. 92-1017, at 4 (1972); S. Rep. No. 92-1098, at 3-6 (1972).

B. What is an Advisory Committee?

1. FACA defines the term “advisory committee” to mean:

Any committee, board, commission, council, conference, panel, task force, or other similar group, or any subcommittee or other subgroup thereof . . ., which is --

(A)
established by statute or reorganization plan, or

(B)
established or utilized by the President, or

(C)
established or utilized by one or more agencies,

in the interest of obtaining advice or recommendations for the President or one or more agencies or officers of the federal government, except that such terms excludes (i) the Advisory Commission on Intergovernmental Relations, (ii) the Commission on Government Procurement, and (iii) any committee composed wholly of full-time officers or employees of the federal government.

5 U.S.C. app. II, § 3(2) (2000).  Accordingly, to be an advisory committee subject to FACA, the committee must be established or utilized by the Executive branch to obtain advice.  

2. “Established” advisory committees — An advisory committee can be established only by a statute, the President, or an agency.  5 U.S.C. app. II, §§ 3(2) & 9(a).  Guided by the Supreme Court’s decision in Pub. Citizen, 491 U.S. 440, holding that the American Bar Association’s Standing Committee on the Federal Judiciary, which for years had advised the Justice Department on judicial selection, is not an advisory committee under FACA, the D.C. Circuit has interpreted “established” to mean only those advisory committees that the government itself has “organized” or “formed.”  Food Chemical News v. Young, 900 F.2d 328, 332 (D.C. Cir. 1990).  Moreover, the D.C. Circuit has rejected the idea that an agency has “established” an advisory committee pursuant to a contract.  Id. at 332; Lombardo v. Handler, 397 F. Supp. 792, 797 (D.D.C. 1975), aff’d mem., 546 F.2d 1043 (D.C. Cir. 1976).  For a committee to be established by statute, the legislation must be clear in creating the committee; a statute calling for the preparation of a study does not “establish” the committee that is later assigned the task of conducting the study.  Lombardo, 397 F. Supp. 797.  On the other hand, if the committee was established for the purpose of advising the agency, the committee is deemed established by the agency even if part of the reason for the committee’s creation was to report to Congress.  Cal. Forestry Ass’n v. Forest Serv., 102 F.3d 609 (D.C. Cir. 1996).

3. “Utilized” advisory committees — Prior to the Supreme Court’s ruling in Public Citizen, the courts had applied a “functional” test to determine whether a committee had been utilized by a federal agency for the purpose of obtaining advice.  Nat’l Nutritional Foods Ass’n v. Califano, 603 F.2d 327, 336 & n.10 (2d Cir. 1979).  Recognizing that the ABA Committee had provided advice to the Justice Department, the Public Citizen Court refined the test by inquiring as well into whether (a) the committee was formed at the federal government’s prompting; (b) the government exercised control over the committee’s operations or affairs; and (c) the committee received federal funding.  Finding that the answer to each of these questions was no, the Court ruled that the ABA Committee was not an advisory committee subject to FACA.  491 U.S. 440.

Building on this ruling, the D.C. Circuit has held that a committee is not “utilized” for FACA purposes where it is created by a private organization and is not amenable to management by the federal government.  Food Chem. News v. Young, 900 F.2d 328 (D.C. Cir. 1990).  In the same vein, the D.C. Circuit held that a peer review panel constituted by a contractor was not an advisory committee under the Act where there was no showing that the committee was subject to management by the agency.  Byrd v. EPA, 174 F.3d 239 (1999).  On the other hand, the D.C. Circuit found that the National Research Council, an arm of the National Academy of Sciences, is subject to FACA when providing advice to agencies.  Animal Legal Def. Fund v. Shalala, 104 F.3d 424 (D.C. Cir. 1997).  

4. Utilized by an “agency” — The final, albeit important, limitation on FACA’s definition of an advisory committee is that it must render advice to a covered entity:  the President, Congress, or an Executive branch agency.  In Washington Legal Found. v. U.S. Sentencing Comm’n, 17 F.3d 1446 (D.C. Cir. 1994), the court rejected the argument that committees advising the Sentencing Commission were subject to FACA, since the committees advised the Com-mission -- which is not part of the Executive Branch -- not the Department of Justice.

5. Committees not subject to FACA.  

a. As noted, FACA does not apply to committees that advise non-Executive branch agencies.  Sofamor Danek Group v. Gaus, 61 F.3d 929, 936 (D.C. Cir. 1994) (U.S. Sentencing Commission).

b. FACA does not apply to committees composed wholly of full-time officers and employees of the federal government.  Cf.  Ass’n of Am. Physicians and Surgeons v. Clinton, 997 F.2d 898, 911 (D.C. Cir. 1993) (holding that for FACA purposes, first lady is a de facto full time government employee).

c. FACA does not apply where individuals, rather than a group, render advice.  NRDC v. Herrington, 637 F. Supp. 116 (D.D.C. 1986).

d. FACA ordinarily does not apply to one-time, ad hoc meetings.  Nader v. Baroody, 396 F. Supp. 1231, 1233-34 (D.D.C. 1975); Grigsby Brandford & Co v United States, 869 F Supp 984, 1001 (D.D.C. 1994).  

e. FACA does not apply to committees not engaged in providing policy advice.  Judicial Watch v. Clinton, 76 F.3d 1232, 1234 (D.C. Cir. 1996) (FACA does not apply to trust fund created to assist President in paying legal expenses).  Nor does FACA apply to committees with primarily operational functions.  Pub. Citizen v. Comm. on the Bicentennial of the U.S. Constitution, 622 F. Supp. 753, 757 (D.D.C. 1985).

C. FACA’s Requirement That Committees Be “Fairly Balanced”

1. Section 5(b) of FACA requires “the membership of the advisory committee to be fairly balanced in terms of the points of view represented and the functions to be performed by the advisory committee.”  5 U.S.C. app. II, §5(b).  Courts have found this requirement vague and illusory and therefore difficult to enforce.  Pub. Citizen v Nat’l Advisory Comm. on Microbiological Criteria for Foods, 886 F.2d 419 (D.C. Cir 1989).  It appears that no court has ordered a change in an advisory committee’s membership, and only one court has issued any relief under this provision.  Nat’l Anti-Hunger Coalition, 711 F.2d 1071.

2. The problems with this provision are highlighted in the three separate opinions by D.C. Circuit judges in Microbiological, a case concerning a committee considering food safety regulations that lacked any consumer representation.  One judge concluded that the provision was so vague it was not violated by the absence of a consumer representative; one judge concluded that the provision was not judicially enforceable because it was too vague; and the third judge concluded that the composition of the committee violated the Act.  Microbiological, 886 F.2d 419.

3. In the wake of the D.C. Circuit’s ruling in Microbiological, it is now an open question whether individuals claiming injury because their interests are unrepresented on advisory committees have standing to sue.  Some courts have ruled that when the “fairly balanced” requirement is ignored, “persons having a direct interest in the committee’s purpose suffer injury-in-fact sufficient to confer standing to sue.”  Nat’l Anti-Hunger Coalition, 711 F.2d at 1074 n.2; Cargill, Inc. v. US, 173 F.3d 323, 335 (5th Cir. 1999); Northwest Ecosystem Alliance v. USTR, 1999 U.S. Dist. LEXIS 21689 (W.D. Wash., Nov. 9, 1999); see also Pub. Citizen v. Dep’t of Justice, 491 U.S. at 451 n.7.  Other courts have reached the opposite conclusion.  Pub. Citizen v. Dep’t of HHS, 795 F. Supp. 1212, 1221‑22 (D.D.C. 1992);Fertilizer Inst. v. EPA, 938 F. Supp. 52, 54 (D.D.C. 1996); Mulqueeny v. Nat’l Comm’n on the Observance of Int’l Women’s Year, 549 F.2d 1115 (7th Cir. 1977); cf. Claybrook v. Slater, 111 F.3d 904, 906 n.4 (D.C. Cir. 1997).

D. Operation of Advisory Committees

1. Chartering — Before an advisory committee meets or takes action, a charter for it must be filed with (a) in the case of presidential advisory committees, the Administrator of the General Services Administration, 41 C.F.R. § 101.6-1007 (2000) (GSA received authority to manage the advisory committee system from the Office of Management and Budget in 1977, Exec. Order No. 12,024, 42 Fed. Reg. 61,445 (Dec 1, 1977)), or (b) the head of the agency to whom the advisory committee reports and the standing committees of the Senate and the House of Representatives having legislative jurisdiction over the agency.  5 U.S.C. app. II, § 9(c); Cargill, Inc. v. US, 173 F.3d 323 (5th Cir. 1999).  Among other things, the charter must set forth information relating to the committee’s objectives and scope, the time period necessary for it to carry out its functions, the agency responsible for providing the committee support, and the duties for which the committee is responsible.  See id. §9(c).

2. Public access to committee meetings 

a. Notice — Section 10(a) of the Act requires that timely notice -- at least 15 days -- must be provided to the public of committee meetings through publication of the committee’s agenda in the Federal Register.  See also 41 C.F.R. § 101.6-1015(b) (2000). 

b. Public access to and participation in meetings — Section 10(a)(1) provides that “Each advisory committee meeting shall be open to the public.”  Individuals may “attend, appear before, or file statements” with the committee, subject to reasonable regulations.  5 U.S.C. app II, § 10(a)(3).  The provision does not create a right of public participation.  Gates v. Schlesinger, 366 F. Supp. 797, 801 (D.D.C. 1973).  Advisory meetings may be closed to the public, so long as the President or the head of the agency to which the advisory committee reports determines that the meeting may be closed in accordance with the exemptions listed in the Government in the Sunshine Act.  5 U.S.C. app II,  § 10(d), referring to 5 U.S.C. § 552b(c).  The government bears the burden of proof that a meeting or portion thereof is exempt from the open meeting requirement.  Pub. Citizen v. Nat’l Economic Comm’n, 703 F. Supp. 113, 117, 119 (D.D.C. 1989).

3. Public access to committee records.

a. Section 10(b) provides that all records, reports, transcripts, minutes, agendas, working papers, drafts, or other documents made available to or prepared by an advisory committee shall be made available to the public.  These materials must be available for public inspection and copying on the date of the advisory committee meeting to which they apply.  Food Chem. News v. HHS, 990 F.2d 1468 (D.C. Cir. 1992).  These materials are also available under the Freedom of Information Act.  5 U.S.C. app. II, §§ 8(b)(2) &(3).

b. Exemptions — FACA’s right of access to committee records is subject to the same nine exemptions that apply to access to records under FOIA with one exception:  Exemption 5 -- the deliberative process privilege -- does not apply to draft reports, working papers, and other documents in the possession of advisory committees.  Food Chem. News v. Advisory Comm. on the Food & Drug Admin., 760 F. Supp. 220 (D.D.C. 1991), aff’d as clarified sub nom. Food Chem. News v. HHS, 990 F.2d 1468 (D.C. Cir. 1992).

4. Agency supervision.

a. Each agency is responsible for providing support services to its advisory committees.  5 U.S.C. app. II, § 12(b).  Each advisory committee meeting must be chaired or attended by a designated government officer. 5 U.S.C. app. II, § 10(e).  That officer must convene the meeting, is authorize to adjourn it, and must approve the agenda, unless the committee is a presidential advisory committee.  5 U.S.C. app. II, § 10(f).  FACA does not require the agency official to halt committee discussions when they extend beyond the scope of the committee’s charge or stray from the agenda.  Claybrook v Slater, 111 F.3d 904 (D.C. Cir. 1997).

b. Members of an advisory committee have full rights to participate, including rights of access to records that otherwise would be exempt from disclosure to the general public. They have standing to sue for declaratory judgment and injunctive relief, including access to records, even after completion of the work of the member’s committee.  Commock v. Gore, 180 F.3d 282 (D.C. Cir. 1999).

c. Each committee has a two-year life span unless a different period is specified by statute or the committee’s creating authority takes action to renew its existence. 5 U.S.C. app. II, § 14(a).  Cargill v. U.S., 173 F.3d 323.

E. Application of FACA to “Subgroups”

1. While the definition of advisory committee in FACA includes “any subcommittee or other subgroup thereof,” 5 U.S.C. app. II, § 3.2, a reasonable argument may be made that so long as the subcommittee is not “established . . . in the interest of obtaining advice and recommendations for the President or one or more agencies or officers of the Federal Government,” id. -- but only to advise the advisory committee – then the subcommittee is not an advisory committee and hence not subject to any requirements of FACA.

2. Although GSA regulations contain no exemption for subcommittees, those “subcommittees that do not function independently of the full or parent advisory committee” need not follow chartering requirements, 41 C.F.R. § 101-6.1007(b)(3) (2001), and will be exempt from all FACA requirements when they meet “solely to gather information or conduct research for a chartered advisory committee, to analyze relevant issues and facts, or to draft position papers for deliberation by the advisory committee . . . .”  41 C.F.R. § 101-6.1004(k)(2001).  Most of the work of any subcommittee will thus be exempt from requirements of the act under this language.

3. Courts have concurred with the conclusion that nonindependent subcommittees and subgroups are not themselves advisory committees and therefore are not subject to FACA.  National Anti-Hunger Coalition v. Executive Comm. of the President’s Private Sector Survey on Cost Control, 711 F.2d 1071, 1071 (D.C. Cir. 1983); Association of American Physicians & Surgeons, Inc. v. Clinton, 813 F. Supp. 82, 88-89 (D.D.C. 1993), rev’d on other grounds, 997 F.2d 898 (D.C. Cir. 1993).

F. Litigation Under FACA

1. Although not explicitly provided by the Act, courts have recognized a private right of action to enforce FACA.  Washington Legal Found., 648 F. Supp. at 1361.  The agency to whom the committee reports is the proper defendant.  Cf.  Pub. Citizen v. Dep’t of Justice, 491 U.S. 440.
2. The availability of injunctive relief under FACA to prohibit the agency from making use of an advisory committee report prepared in violation of the Act remains hotly debated.  On the one hand, some courts have entered such “use” injunctions and have endorsed their availability under the Act.  Ala. Tombignee River Coalition v. Dep’t of the Interior, 26 F.3d 1103 (11th Cir. 1994); Nat’l Anti-Hunger Coalition, 566 F. Supp. at 1516-17.  Other courts have acknowledged the possibility of injunctive relief, but found it unwarranted under the circumstances of the case.  Florida Ass’n of Med. Equipment Dealers v. Apfel, 194 F.3d 1227 (11th Cir. 1999); Cal. Forestry Ass’n v. Forest Serv., 102 F.3d 609 (D.C. Cir. 1996).  And some courts have been decidedly negative about the propriety of entering injunctive relief.  NRDC v. Pena, 147 F.3d 1012 (D.C. Cir. 1998) (setting aside “use” injunction); Nat’l Nutritional Foods Ass’n v. Califano, 603 F.2d 327, 336 (2d Cir. 1979).  

3. Attorney’s fees may be available in FACA cases, despite the absence of a statutory fee-shifting provision in the Act.  Most litigants seek fees under the Equal Access to Justice Act, 28 U.S.C. § 2412(d) (2000),  which requires the claimant to show that the government’s position lacked substantial grounding in either law or fact. Ass’n of Am. Physicians & Surgeons v. Clinton, 187 F.3d 655 (D.C. Cir. 1999).  Where the claimant sought and obtained access to committee records, the claimant will often seeks fees under FOIA, which does contain a fee-shifting provision.

G. Transcript Availability

FACA also contains a requirement that agencies make available to any person, at actual cost of duplication, copies of transcripts of agency proceedings or advisory committee meetings.  5 U.S.C. app. II, § 11.

V. Government in the Sunshine Act

A. Background

1. The Government in the Sunshine Act, 5 U.S.C. § 552b, Pub. L. No. 94-409, 90 Stat. 1241, was enacted in 1976, and became effective March 12, 1977.  “Congress enacted the Sunshine Act to open the deliberations of multi-member federal agencies to public view.”  Common Cause v. NRC, 674 F.2d 921, 928 (D.C. Cir. 1982).  Congress intended the Sunshine Act to “greatly enhance” public access to and understanding of government decision-making above and beyond that offered by FOIA.  S. Rep. No. 94-354, at 5 (1976).

B. What is an “Agency” for Sunshine Act Purposes?

1. Section 552b(a)(1) states that, for the purpose of the Sunshine Act, the term “agency” means any agency, as defined in FOIA (currently 5 U.S.C. § 552(f)), headed by a collegial body of two or more individual members, a majority of whom are appointed to their positions by the President with the advice and consent of the Senate, and any subdivision thereof authorized to act on behalf of the agency.  Energy Research Found. v Defense Nuclear Facilities Safety Bd., 917 F.2d 581 (D.C. Cir. 1990).  If the entity is not subject to FOIA, it is not subject to the Sunshine Act.  Rushforth v. Council on Econ. Advisors, 762 F.2d 1038, 1044 (D.C. Cir. 1985). 

2. The President must have appointed the majority of the members to the collegial body that heads an agency, with the advice and consent of the Senate, for that agency to be subject to the Sunshine Act.  Symons v. Chrysler Corp. Loan Guarantee Bd., 670 F.2d 238, 243 (D.C. Cir. 1981).  

3. Subdivisions of collegial bodies are covered by the Act if they have formally been delegated authority to take official action for the agency.  FCC v. ITT World Communications, 466 U.S. 463, 465-66 (1984).  If a government unit is an agency under the Sunshine Act for some purposes, it is subject to the Act for all purposes.  Energy Research Found., 917 F.3d at 583; Pac. Legal Found. v. Council on Environmental Quality, 636 F.2d 1259, 1264 (D.C. Cir. 1980).  

C. What is a “Meeting” Under the Act?

1. Section 552b(a)(2) states that for the purposes of the Sunshine Act the term “meeting” means the “deliberations of at least the number of individuals required to take action on behalf of the agency where such deliberations determine or result in the joint conduct or disposition of official agency business . . . .”  FCC v. ITT World Communications, 466 U.S. at 473; NRDC v. NRC, 216 F.3d 1180 (D.C. Cir. 2000).  The agency need not label deliberations as a “meeting” in order for them to be subject to the Act.  Pac. Legal Found., 636 F.2d at 1265.  

2. Deliberations of a quorum of an agency subdivision on matters outside of the subdivision’s delegated authority are not meetings under the Act.  FCC v ITT World Communications, 466 U.S. at 473.  Similarly, sessions of an international gathering attended by agency commissioners, but over which the agency has no control, are not agency “meetings” covered by the Sunshine Act.  Id. at 473-74.

3. The definition of “meeting” does not include discussions of administrative matters such as scheduling a future meeting.  Washington Ass’n for Television & Children v. FCC, 665 F.2d 1264, 1272 (D.C. Cir. 1981); Pac. Legal Found., 636 F.2d 1259.  Moreover, a “gathering of less than a quorum under the Act does not ever constitute a ‘meeting’ under the Act.” R. Berg & S. Klitzman, An Interpretive Guide to the Government in the Sunshine Act 4 (1978) (Administrative Conference of the U.S.); S. Rep. No. 94-534, at 2-3 (1975). Nor does the Act require agencies to hold meetings.  R.R. Comm’n of Tex. v United States, 765 F.2d 221 (D.C. Cir. 1985).  Thus, the Act does not prevent agency members from considering individually business that is circulated to them sequentially in writing.  Communications Systems v. FCC, 595 F.2d 797, 801 (D.C. Cir. 1978); Amrep v. FTC, 768 F.2d 1171 (10th Cir. 1985).

D. Rights Created by the Sunshine Act 

1. Right to Attend Meetings — Except as provided by subsection (c) of the Sunshine Act, “every portion of every meeting of an agency shall be open to public observation.”  5 U.S.C. § 552b(b).  Pan American Airways v. CAB, 684 F.2d 31, 35 (D.C. Cir. 1982).  Agencies must give reasonable  notice of their meeting (Federal Register publication is the minimum) -- at least a week in advance of the meeting; however, where the agency, by majority recorded vote, determines that an emergency meeting must be held, or late breaking items must be added to an agenda, shorter notice periods may be used.  5 U.S.C. § 552b(e)(1); Coalition for Legal Servs. v. Legal Servs. Corp., 597 F. Supp. 198 (D.D.C. 1984) (reading the exception to the seven-day notice requirement narrowly and enjoining a meeting for failure to comply with the notice requirement).  Although the public has a right to attend agency meetings, the Act does not provide a right of public participation at such meetings.  We the People, Inc. v. NRC, 746 F. Supp. 213, 217 (D.D.C. 1990).  Agencies are required to maintain a complete transcript of each meeting, including those meetings or portions of meetings closed to the public.  5 U.S.C. § 552b(f)(1).  

2. Closed Meetings — The Act’s open meeting requirements do not apply where an agency properly determines that the meeting, or a portion thereof, may be closed pursuant to one of the Act’s ten, narrow exemptions. 5 U.S.C. § 552b(c).   

a. The agency has the burden of proving that the decision to close a meeting was lawful.  Philadelphia Newspapers, Inc. v. NRC, 727 F.2d 1195, 1200 (D.C. Cir. 1984).  Even if an exemption applies, “the agency must nevertheless hold the meeting in open session if it finds that the public interest so requires.”  Common Cause, 674 F.2d at 929 n.18.  The Sunshine Act sets forth 10 exemptions, seven of which are patterned on FOIA’s exemptions 1-4 and 6-8.  The legislative history suggests that these exemptions should be interpreted as have been the FOIA exemptions.  

b. The Sunshine Act contains no analogue of FOIA Exemption 5.  Pub. Citizen v. Nat’l Economic Comm’n, 703 F. Supp. 113, 117 (D.D.C. 1989).  The Sunshine Act also omits FOIA Exemption 9, relating to oil production.  In contrast, Sunshine Act Exemption 5 relates to agency discussions that “involve accusing any person of a crime, or formally censuring any person.”  5 U.S.C. § 552b(c)(5).  

c. Sunshine Act Exemption 9 has two facets:  § 9(A) permits the closing of meetings relating to the regulation of financial markets; § 9(B) applies more broadly to prevent the premature disclosure of information whose disclosure is likely to “significantly frustrate implementation of proposed agency action.”  Id. § 552b(c)(9)(A); (B).  The D.C. Circuit has interpreted this language to apply only to discussions that “would permit either financial gain at government expense or circumvention of agency regulation.”  Common Cause, 674 F.2d at 934.  Finally, Exemption 10 permits agencies to close meetings to discuss the issuance of subpoenas or the initiation or conduct of litigation or other litigation-type proceedings.  5 U.S.C. § 552b(c)(10).  This provision has been broadly construed to protect all agency discussions of litigation strategy.  Clark-Cowlitz Joint Operating Agency v. FERC, 798 F.2d 499, 502-503 (D.C. Cir. 1986); Time, Inc. v. Postal Serv., 667 F.2d 329, 334 (2d Cir. 1981);  A.G. Becker v. Bd. of Governors, 502 F. Supp. 378 (D.D.C. 1980).

d. The Act requires agencies to segregate any exempt discussions at a meeting from nonexempt discussions.  Philadelphia Newspapers, 727 F.2d at 1201;  Pan American, 684 F.2d at 35.  And agencies may not by regulation categorically exempt topics from the Act’s open-meeting requirements.  Pac. Legal Found., 636 F.2d at 1265 (regulations exempting advice to the President held invalid).

e. An agency may not close any portion of a meeting without a majority of the members voting to close that portion.  5 U.S.C. § 552b(d)(1).  Each member’s vote must be recorded, and no proxies are allowed.  See id.  There are expedited procedures agencies may follow to close portions of meetings pursuant to Sunshine Act Exemptions 4, 8, 9 and 10.  

E. Litigation Under the Sunshine Act.

1. Suits brought under the Sunshine Act alone — Section 552b(h)(1) provides subject matter jurisdiction for district court suits to “enforce requirements of subsection (b) through (f) of this section [the provisions relating to open meetings and records], by declaratory judgment, injunctive relief, or other relief as may be appropriate.”  See ITT World Communications, 466 U.S. at 463.  The proper remedy in such an action is not the invalidation of the agency action, Investment Co. Institute v. FDIC, 728 F.2d 518 (D.C. Cir. 1984), but rather the opening of a meeting or the disclosure of transcripts or records.  If a suit to challenge the closing of a meeting is brought prior to the meeting, the court is empowered to require the meeting to be opened.  Common Cause, 674 F.2d at 929 n.19; on the other hand, if the challenge is brought after the meeting has taken place, the appropriate remedy is to order the release of the relevant transcripts.  See id.
2. Suits brought under the Sunshine Act in conjunction with other statutes — The Act also recognizes that, at times, a litigant might want to bring Sunshine Act claims along with other claims that the underlying agency action should be set aside.  Section 552b(h)(2) permits a “federal court otherwise authorized by law to review agency action” to “inquire into violations by the agency of the requirements of this section and afford such relief as it deems appropriate.”  The courts have ruled that this section does not create an independent right of action and may be invoked only on “the application of any person properly participating in the proceeding.”  Washington Ass’n for Television & Children, 665 F.2d at 1264; Communications Systems, 595 F.2d at 797.  But where the Sunshine Act violation was intentional, prejudicial, and of a serious nature, the court may rely on the Sunshine Act in setting aside agency action.  R.R. Comm’n of Tex., 765 F.2d at 231.  

3.
Attorneys’ fees are authorized by the Sunshine Act — Section 552b(i) provides that a prevailing party is entitled to reasonable attorney fees and other litigation costs.  Although the provision nominally permits the government as a prevailing defendant to seek fees against the plaintiff, the section limits such instances to where “the court finds that the suit was initiated by the plaintiff primarily for frivolous or dilatory purposes.”  United States v. Rankin, 616 F.2d 1168, 1170 (10th Cir. 1980).

* Citations appearing in this outline are intended to be illustrative and not comprehensive.  Hence, we have dispensed with the “see, e.g.,” signal that would ordinarily precede representative, but not all-inclusive, citations.
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